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PE<DEPAT

KBajii(j)iKauiKHa poSoTa Maricipa «YnpaBJiiHHa 3axnmeHicTio iH^opMauii 

npoMHCJiOBoro ni/jnpHeMCTBa Ha ochobI iHTejieKTyajibHHx TexHOJioriii»: 69 c., 9 

pHC., 7 TaSji., 40 aacepeji, 1 jjojjaTOK.

3ArPO3A, 3AXHCT, IHOOPMAHIHHA EE3IIEKA, KOPnOPATHBHI 

IHOOPMAIJIHHI CHCTEMH, PH3HK.

MaricTepcbKa poSoTa npHCBaneHa po3po6ui a/jamuBHHx Mero/jiB 

ynpaBJiiHHfl 3axncTOM iiKjjopMaijii y cerMeHTi KOpnopaTHBHHX iH^opMauiHHHX 

TexHOJioriH. B poSoii npoBe/jeHO aHajii3 KOpnopaTHBHHX iH^opMauiHHHx chctcm 

ak 06'eKTa iH(j)opMaiiiHHoro 3axHCTy; po3po6jieHO CHCTeMHy npOTH/jiio 

iHijjopMaiiiHHHM 3arpo3aM; oSrpyHTOBaHO HeoOxi/jHicTb p03BHTKy a/janTHBHnx 

MCTOJjiB /JOCSTHeHHfl 3a/jaHOrO piBHfl 3aXHIIjeHOCTi iH^OpMauil 3 BHKOpHCTaHHfl 

iHTejieKTyajibHHx TexHOJioriii; po3po6jieHO eTanH noSyuoBH chctcmh ynpaBJiiHHa 

iHijjopMaiiiHHOK) 6e3neKOio i3 3acT0cyBaHH3M MeTOjjiB iHTejieKTyajibHoi nujTpHMKH 

npHHHSTTfl pimeHb. yTOHHeHO MO/jejib npoTHflii* 3arp03aM iH$opMaiUHHOi 6e3neKH 

b yMOBax HeBH3HaHeHOCTi. /JicTajia no/jajibinoro p03BHTKy cncTeMa 

iHTejieKTyajibHoi nijjTpHMKH npHHHflTTa pinieHb mo/jo oneparaBHoro ynpaBJiiHHa 

3axncTOM nnjjopMaijii Ha ochobI iHTejieKTyajibHHx TexHOJioriH.



ABSTRACT

Master’s qualifying paper information Security Management for Industrial 

Enterprises Based on Intelligent Technologies»: 69 pages, 9 figures, 7 tables, 40 

references, 1 supplement.

THREAT, PROTECTION, INFORMATION SECURITY, CORPORATE 

INFORMATION SYSTEMS, RISK.

The master's thesis is devoted to the development of adaptive methods for 

managing information security in the corporate information technology segment. 

The work analyses corporate information systems as an object of information 

protection; develops a systematic counteraction to information threats; substantiates 

the need to develop adaptive methods for achieving a given level of information 

security using intellectual technologies; develops stages of building an information 

security management system using intellectual decision support methods. The model 

of counteracting information security threats under conditions of uncertainty has 

been refined. The system of intellectual decision support for the operational 

management of information security based on intellectual technologies has been 

further developed.
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BCTyn

AKmyajibHicmb podomu. IIotohhhh eTan pO3BKTxy b oGaacTi oGMiHy 

iH(|)opManieio npe/jCTaBJiae coGoio iHTeHCKBHe BnxopncTaHHa cynacHnx 

iH^opManiiiHKx TexHOJiorin, MacoBKM noninpeHHaM Mepeac pi3Horo piBHa oxonaeHHa 

- jiOKajibHoro, KOpnopaTHBHoro, rjioGajibHoro, CTBOpioe BejiHne3HHK noTeHniaji 

3acTOcyBaHHB iH^opManinHoro oGMiHy y pi3H0MaHiTHnx c(|)epax 6i3Hecy. TexHOJiorii 

ynpaBJiiHHB 6i3HecoM, MoaoinBOCTi noro MacnrraGy y pi3Hnx cijjepax /jiajibHOCTi 

BH3HaHaiOTbCfl xopnopaTKBHHMH imjjopMaijiHHnMn CHCTCMaMH (KIC), njo 

oS’e/jHyiOTb b coGi in(])pacTpyxTypy Ta pi3H0MaHiTHi iH^opManinHi nocjiyrn. 

ImjjpacTpyxTypa KIC Bxjnonae Mepeaci, cepBepn, poGoni CTaHnii, oxonjuojonn 

ni/jpO3/jijin, axi MoacyTb Gyra po3ropHyTi no BCbOMy CBrri. CerMeHT (Cr KIC) e 

CTpyKTypHOK) OJJHHHIjeK) KIC.

MacoBe BnxopncTaHHa IT-TexHOJiorii‘ b KIC 3Mymye cepno3HO CTaBHTHCb /jo 

iH(|)opManiHHOi 6e3nexn nepe3 HaaBHicTb 3arp03 3axncTy iH(j)opMaiin.

CynacHi TeoperanHi i npaxTHnni po3po6xn, rapaHTyioni 3axncT iH^opMapii (31) 

MaiOTb /jeaxi nporapinna: 3arocTpeHOio yBaroio /jo 6e3nexn imjjopMaiiinHnx 06'exTiB, 

3HanH0 ni/jBKineHHMH BHMoraMH, njo npe/j'aBJiaiOTbca jjo 31, BnxopncTaHHaM 

npHHHaTHX MbxHapo/jHKX CTaH/japTiB no rapaHTiaM in^opManinnoi 6e3nexn (IB), 

3pocTaK>HKMK BmpaTaMH mia 3a6e3neneHHa 31, 3 o/jHiei CTOpOHH, a 3 iHnio’i ctopohh 

36htxk, axi HaHOcaTbca BJiacHnxaM iH^opMaiiinHnx pecypciB xoMn'iOTepHHMH 

aTaxaMH.

Pe3yjibTaTHBHe BnxopncTaHHa imjjopMaijiHHHX TexHOJiorin y /jiajibHOCTi 

xopnopanin BHMarae e^exTHBHO xepOBaHnx ckctcm 31, ocxijibxn cncTeMa, mo 

peajii3ye npoiiecn ynpaBJiiHHa no/jiaMH IB, nnaHyBaHHa MOayjibHoi CTpyxTypn 

cncTeMH 31 Ta ayuKT iH(])opManinnoi 6e3nexn, noBHHHa npOBO/jnTnca bbtohomho Ha 

piBHi cerMeHTy KIC.

CnocoSoM BHpimeHHa 3a3HaneHoi‘ Bnme npoGjieMK Moace Gyra iHTejiexTyajibHa 

nmTpnMxa b ynpaBJiiHHi 31 y cerMeHTi KIC, axa Bxjnonae MO/jeJii, Mero/m, ajiropHTMH 
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i nporpaMHe 3a6e3neHeHHa.

O6’eKm docjiidwceHHtr. npouecK 3a6e3neHeHim iH^opMauiHHoi 3axnnjeHOCTi 

ni/jnpueMCTBa.

IIpedMem docjiidjtceHwr. mcto/jh ynpaBJiiHHS 3axnnjeHicTio iH^opMaijn Ha 

ocHOBi iHTejieKTyajibHHx TexHOJioriH.

Memoio docjiidofceHHH e pO3po6xa a/janraBHHX Mero/jiB ynpaBJiiHHa 3axHCTOM 

iH^opMaui’i y cerMeHTi KOpnoparaBHHX iH(j)opMaijiHHHx TexHOJioriH.

/jocarHeHHfl Mera SyjiH nocTaBJieHi Ta BHpiniem Taxi saedanwr.

- npOBejjeHO aHajii3 KOpnoparaBHHx iH^opMauiHHHx chctcm sek 06'eKTa 

iH^opMauiHHoro 3axncTy;

- po3po6jieHO CHCTeMHy npora/jiio iHfjjopMaijiHHHM 3arpo3aM;

- oSrpyHTOBaHO Heo6xi/jHicTb pO3BHTKy a/janraBHHX MeTO/jiB aocaraeHHa 

3a/jaHoro piBHa 3axnineHOCTi iH^opMaui’i 3 BHKOpHCTaHHa iHTejieKTyajibHHx 

TexHOJioriH;

- pO3po6jieHO eTanH noSy/jOBH chctcmh ynpaBJiiHHa iH^opMauiHHOio 

6e3neKOio i3 3acTOcyBaHH3M Mera/jiB iHTejieKiyajibHOi ni/jTpHMKH npHHHflTTa 

pimeHb.

HayxoBa HOBH3Ha ojjepixaHHx pe3yjibTaTiB nonarae y HaciynHOMy: 

y/noyweHO.’

MO/jejib npora/jii 3arp03aM iH^opMauiHHOi 6e3neKn b yMOBax 

HeBH3HaHeHOCTi;

dicmcuia nodajibiuozo po3eumKy.

CHCTeMa iHTejieKiyajibHOi nijjipHMKH npHHHSTTa pinieHb mo/jo 

oneparaBHoro ynpaBJiiHHa 3axHCT0M iH^opMapii Ha ochobI iHTejieKTyajibHHx 

TexHOJioriH.

Pe3yjibTara nayKOBoro /jocjii/j»eHHa npOHnuiH anpoGauiio Ha XVI 

yHiBepcHTeTCbKiH HayKOBO-npaKraHHin KOiicJjcpenHiT CTy/jeHTiB, acnipaHTiB, 

/jOKTOpaHTiB i mojiojjhx yneHHx «MOJIOJJ,A HAYKA-2023»
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PO34IJI1

METO^OJIOriHHI OCHOBM YIIPABJIIHHM 3AXMCTOM IHOOPMAIJli 

B KOPnOPATMBHMX IHOOPMALUMHMX CMCTEMAX

1.1 CyTHicTb npoOjieMM ynpaBJiiHHfl 3axHineHicTK) imjjopMauii

CynacHi xopiiopanii MaiOTb CKJiapny po3nopijieHy CTpyKTypy, sxa 3yMOBJieHa 

6araTonpo(|)ijibHOK) piflJibHicTio, TepHTOpiajibHHM pO3MinjeHHflM nippo3pijiiB, 

HHCJieHHHMH KOpnOpaTHBHHMH 3B'fl3KaMH 3 napTHepaMH. KOpnOpaTHBHHMH, 

3a3BHHaH, Ha3HBaiOTb CHCTCMH ynpaBJiiHHfl nijjnpHEMCTBOM, flKi MaiOTb pO3BHHyiy 

CTpyKTypy i OKpeMi opraHH ynpaBJiiHHfl. Cepejj xopnopaTHBHHX chctcm BH/jijiaiOTb 

0praHi3aniHHi, iH^opManiiiHi i T.n. BijibinicTb 6i3Hec-(|)yHKiiiH i ynpaBJiiHCbKHX 

npopeciB nijjnpncMCTB i opramsapiH oxonmoiOTb xopnopaTHBHi iH^opManiiiHi 

cncTeMH (KIC), SynyHH BaacjiHBHM iHCTpyMeHTajibHHM 3aco6oM Be/jeHHA 6i3Hecy.

BnpOBajjflceHHfl hobhx iH^opMapiHHHX TexHOJioriH pjia nijjnpnEMCTB 3aB>xpH 

noB'fl3aHO 3 BHHHKHeHHAM hobhx pH3HxiB. Hhm cxjiapHiine e CTpyKTypa 

KOpnopaTHBHoi iH(|)opManiHHoi chctcmh, thm bhiijhh piBeHb pH3nxy 3arp03 jijih Hei: 

npOHHKHeHHA 33OBHi a6o HecaHKnioHOBaHHH jjocTyn 3cepe/jHHH ni/jnpHEMCTBa, 

3OKpeMa 3 MeTOio 4>iHaHCOBoro maxpancTBa a6o p03xpHTTa xoMepniHHoi TasMHnni, 

3MiHa a6o 3HHiijeHHfl iH$opMauii Ta T.n. [15]. Taxi pH3HKH MoacyTb HaHecTH 

ni/jnpnEMCTBy 3HaHHoi ihkojjh. CTBOpeHHfl pO3BHHeHoro i 3axHineHoro 

iH(|)opManiHHoro cepe/jOBnnja e Heo/jMiHHOio yMOBOio p03BHTxy ak oxpeMHx 

Kopnopanin, Tax i exoHOMixn, cycnijibCTBa Ta pepacaBH b pijiOMy. ToMy nnTamifl 

3a6e3neHeHHfl 3axniijeHOCTi iH^opMapii b cerMeHTi KIC CTajin b jjaiiHii nac jjyjxe 

3JIo6o#eHHHMH.

KIC £ cxjia/jHOio JHOjjHHO-ManiHHHoi a6o conio-TCXHinnoi chctcmoio, sxa 

BKJiiOHaE imjjopMaijiHHy CHCTeMy nijjnpncMCTBa. .ZJjia jjocjii/pxeHHfl TaxHX chctcm 

BHKOpHCTOByiOTbCfl pi3Hi THnH MOpeJICH. IlpOIjeC (JjyHIOliOHyBaHlUI KIC 

niunpneMCTBa 3/jincHioeTbCfl b yMOBax npoTnSopCTBa ni/jnpnEMCTBa, ax copio-
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TeXHiHHOl CKCTeMH 3 O/JHie! CTOpOHH, i KOHKypeHTiB, 3JIOBMHCHHXiB, HerHTHBHKX 

HBKIIJ npKpOJJK Ta iHIUHX 06'exTiB i SBHm, 3 iHinoro 6oxy.

YcKJia/jHeHHfl Ta po3iunpeHHa cynacHHx KIC npH3BO^HTb /jo 36ijibnieHHa 

xijibKOCTi Mepe>KeBMx npHCTpoiB i pi3HHx 3aco6iB 3axHCTy iH^opMaiiii (C3I), njo bc^c 

/jo BejiHKoi* xijibKOCTi He6e3neHHnx no/jm.

Cjii/j 3a3HaHKTH, mo cynacHi TexHOJiorinHi npoijecH 3HaHHO oSramnoTb 

TeopeTHHHi ocMHCJieHHA npaKTHHHHx po3po6oK Ta 3acTOcyBaHb y rajiy3i 

iH(|)opMauiHHHx TexHOJiorin, a Taxox b oSjiacri hobhx xoMyHixauiHHHx 

MOXJIHBOCTCH.

OCHOBHHMH He/JOJlixaMH C3I, flxi IJJHpOKO BHKOpHCTOByiOTbCS, 0 IX pHCH, 

noB's3aHi 3i CTpornMH apxiTexTypHHMH npHHHHnaMH [9] i BHXopHCTaHHBM b 

3fle6ijibnioro oSopOHHHx a6o HacTynajibHHx CTpaTerisx 3axncTy Bia HanSi-Jibm 

bujomhx Ta He6e3neHHnx 3arpo3.

PinieHHB no3HaHeHHx npoSjieM i e<])exTHBHe BHxopHCTaHHa cynacHHx KIC 

BKMarae xonrriB i MeTO/jiB piBHoro i HaaiiiHoro ynpaBJiiHHa He Tijibxn MepexaMH, a 

TaxoTK i cHCTeMOio 31, yciMa 3axo/jaMH, mo 3a6e3neHyiOTb 6e3nexy Mepexi [10]. 

noTpiSm MeTO/m, axi /jo3bojihjih 6 lubh/jko BmcjimKOByBaTH 3m1hh b onepamiiHOMy 

cepe/jOBunji chctcmh i 3ano6iraTH nopymeHHio iH$opMaiUHHoi* 6e3nexH, xepyiOHH ax 

MepexeBHM oOjiamiaHiuiM, Tax i oGjiajjHaHHBM 6e3nexH.

CynacHHM nmxo/jOM 3a6e3neHeHHa e^eKTHBHoi 3axnmeHOCTi iH$opMaiiii b 

KIC e BHKOpHCTaHHfl iHTeJieKTyaJIbHHX iHCTpyMeHTiB nmTpHMKH npHHHBTTfl pinieHb 

(IIIIP ) ana ynpaBJiiHHB iH^opMauinHOio 6e3nexoio.

B jjaHHH nac po3po6jiaeTbca iHTerpOBaHa CHCTeMa ynpaBJiiHHa 31, sxa 6yzje 

oxonjuoBara bcio inijipacTpyxTypy opraHi3aun i ao3BOJiajia 6 xopyBarn 

iH^opManiiiHOio iH(|)pacTpyKTypoio, nesajiexno Bia MacnrraSy KIC.

CTpyKTypOBaHe no/jaHHB BCboro pi3HOManiTTa acnexTiB yiipaBJiinim 3axHCTOM 

iH(|)opMauii HaBe/jeHO hbohho Ha pnc. 1.1.
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PncyHOK 1.1- CTpyKTypyBaHHfl npoGaeMH ynpaBJiiHHa 31

Ha cboro/jHi npaKTHHHO He mojkjihbo 3hbhth BHpoGHHKiB, aid 6 nponoHyBajiH 

ciiOTKMBaHCBi noBHHH cneKTp 3aco6iB, ax anapaTHHX, i nporpaMHHX, HeoGxi^HHX jjJia 

noGyuoBH chctcm 31, 3a/jOBoabHaiOHH cynacHi bhmot. SijibinicTb chctcm 31 

GyuyeTbca Ha ochobI nporpaMHO-anapaTHHx 3aco6iB, BHnymeHHx pi3HHMH 

BHpoGHHKaMH. Jjjia rapaHTyBaHHa reTeporeHHoi KIC Ha/jiHHOCTi 31 HeoGxi/jHa 

CHCTeMa ynpaBJiiHHs in(])opManiHHOi 6e3neKOio (CYIE), axa Moace 3a6e3neHHTH 

npaBHJibHy KOH^irypauiio xoacHoro 3 i'i KOMnoHeHTiB i 3a6e3neHHTH aBTOMaTHHiiy 

ni/jipHMKy npHHHsrna pinieHb hjo/jo 31, nocTiiiHO BmcTeacyiOHH 3m1hh, hjo 

Bi,u6yBaiOTbCfl, kohtpojhoiohh poGoiy KOpncTyBaniB Mepead.

TaKHH KOMnjieKCHHH ni/jxm BHpimeHHa npodjieMH ao3BOJiae CTBOpiOBaTH 

cnpaB/ji 6e3neHHe cepe/jOBHiue (JiyHRiiioHyBaHHa KIC nianpHCMCTBa.

npOBejjeHHH aHajii3 /j03B0Jiae CTBep/iacyBaTH, mo Ha piBHi cerMemy KIC 

CHCTeMa ynpaBJiiHHfl, axa peajii3ye pa/j (jjyHKmm ynpaBJiiHHa, noBHHHa 

(jjyHKHioHyBaTH bbtohomho:

- OTpHMyBBTH i OIjiHIOBaTH oG'CKTHBHi Uaui npO nOTOHHi CTBHH 6e3neKH KIC 

( aydum);

- KepyBaTH no/jiaMH, 3a bkhmh BejjCTbca npoTOKOJHOBaHHa;

- BH3HanaTH MO/jyjIbHHH CKJia/I CHCTeMH 31 Ta TOHKH CTBOpeHHa 3aco6iB 

3axHCTy iH^opMauii b KOMn'iOTepHiH Mepead ni/inpHCMCTBa.

Miaaiapominn CTaH/japT ISO/IEC 27001 onncye MO/jeai, aid 

BHKOpHCTOByiOTbca /jjia CTBOpeHHa, BiipoBa^>KeHna, eKciuiyaTapii, iiocTiiinoro 

MOHiTopHHry i aHajii3y, oGejiyroByBaHHa i noKpanjeHHa chctcm ynpaBJiiHHa 
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in(])opMauinHoi 6e3nexoio (CYIE).

OcoSjiKBOCTi npoeKTyBaHHs i peajii3aui‘i CYIE xoMnaHii BH3HaHaiOTbca i"i 

noTpeSaMH Ta uijiaMW, BHMoraMH 3axHCTy, pO3MipaMK i CTpyKTypoio opraHi3aijii‘. /Xjisl 

eijjeKTKBHoro (|)yHxuioHyBaHHa HeoSxi/jHO i,ueHTH(|)ixyBaTH pi3Hi bhjjh niajibHOCTi Ta 

KepyBBTK HHMH.

npouecHKK nmxin no ynpaBJiiHHio 31 b ubOMy CTaimapTi /jonoMarae bh/ujihth 

HacTyimi momchth:

- BH3HaHeHHfl npHHUHniB, uijieii, npoueciB i npoue/jyp, axi MaiOTb BijjHOuieHHa 

/jo ynpaBJiiHHa pH3Hxawm i BjjocxoHajieHHa 31 jjjia nocaraeHHa pe3yjibTaTiB, 

Bi^noBiflHHX iiijieii xoMnaHii;

- BnpoBa/pxeHHfl Ta (JiyHxuioHyBaHHa npaBHJi, 3aco6iB Kompojiio, npoueciB i 

npoue/jyp CYIE;

- oniHxa Ta BHMipiOBaHHfl noKa3HHKiB npoueciB, mo BiflHOcaTbca no nojiiTKKK, 

uijii i npaKTKHHoro nocBiny MeHenacMeHTy 3axncTy imjjopMauii, a Taxoac npoBeneHHa 

ix aHajii3y;

- BKKOHaHHfl KOpuryBajibHux i nonepeu»yjouux npouenyp, axi 3acHOBaHi Ha 

pe3yjibTaTax npoBeneHHa BHyTpiniHboro aymny Ta aHajii3y 3mctoio nocTiimoro 

noxpameHHa ynpaBJiiHHa 31.

Cxnan CYIE Bxjnouae:

- opraHi3auinHy CTpyxTypy;

- nojiiTHxy, laxonn roiaHyBaHHa;

- HaSip npouenyp, npoueciB, pecypciB.

MeTOK) CYIE e npoexTyBaHHa C3I, BiipoBanaccnna, excnayaTauia, nocTiuHuu 

xoHTpojib, aHajii3, noxpaiueHHa 31.

^jia CTBOpeHHa CYIE niunpueMCTBy HeoSxiuHO BuxoHaHHa HacTynHux /jin:

- BH3HaHeHHa XOp/JOHiB CKCTeMH;

- BupoSuTK npuHuun nil mono 3axucTy imjiopMaun 3 ypaxyBaHHaM 

3axoHoaaBHux HOpM i BCTaHOBJieHux uijieii 3axucTy;

- BKpoSuTK XpUTepii OuiHXH 3HaHHM0CTi pH3HxiB;

- BuSpaTH MeTOuojioriio ouiHxu pu3uxy, axa BinnoBinae cucTeMi ynpaBJiiHHa 
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31;

- BH3HHHKTH npHKHSETHKH piBeHb pH3HXy;

- BHKOHyBBTH ifleHTH^ixaijijO pH3KKiB (aXTHBH, 3arpO3H i HeraTHBHi BnJIHBM, 

axi CnpHfllOTB BTpaTi KOHI^i/ieHIliHHOCTi, uijliCHOCTi Ta /JOCTyilHOCTi aKTHBiB i 

XpHTHHHHX Bpa3JIHBOCTCH CHCTCMH BK3HaHeHHfl MicHC3HaXO^>KeUHs);

- OuiHHTK 3HaHKMiCTb pH3HxiB (oijiHHTH HMOBipHiCTb IIOpyilieHb 

iH^opManiiiHoi 6e3nexH y CBiTJii icuyiOHiix 3arpO3 Ta Bpa3JiHBOCTeH, ouiHHra piBHi 

pH3HXy, BH3HaHKTH, HH € pH3HXH npHHHaTHHMH a6o BHMaraiOTb Bi/UIOBUji);

- 3HaKTH MOMCJIHBiCTb ynpaBJliHHfl pH3HXBMH (3aCTOCyBaHHfl npKHHBTHHX 

3aCo6iB 3HM7KCHH5I HH npHKHBTTfl pH3HXy);

- BHSpara MeTO/jH ynpaBJiiHHB Ta o6po6xH pH3HxiB, axi BpaxoByBajiH 6 

KpKTepi‘1 /JJia npHHHflTTfl pmnxiB;

- y3TO/JHTH 3 KepiBHHIJTBOM BHKOpHCTaHHfl CHCTCMH 31 i BHXOHaTH ni/JTOTOBXy 

3aaBK npo CTyniHb 3acTOcyBaHHa (BXJiiOHaiOHH MeTy ynpaBJiiHHa, 3aci6 xepyBaHHa, 

oSrpyHTyBaHHs BnSopy).

ETan peajii3ania i excnayaTaijia CYIE ni/jnpneMCTBa BKJiJonae Haciynm /jii:

- 4>opMyjnoBaHHfl njiaHy odpoSxH pH3Hxy, njo BH3Hanae Bi/jnoBi/jHi /jii 3 

MeHe/pxMeHTy, HeoSxi/jHi pecypcn, BVinoByjajibHicTb;

- peajii3ania nboro njiaHy, BKjnonaiOHK (|)iHaHcyBaHHa;

- peajii3ania 3aco6y ynpaBJiiHHa, njo Mae Ha Men /jocaraeHHa Mera 

ynpaBJiiHHa;

- BnpoBa/pxeHHfl npone/jyp Ta iHinnx 3aco6iB ynpaBJiiHHa, axi 3/jarai hibh/jxo 

BnaBnra noflii* b cncTeMi 31 Ta peaxiiii Ha iHHH/jeHT b cncTeMi 31;

- niBKjjxe BHaBJieHHa nopynieHb Ta iHimueirriB;

- BHaBJieHHa no/jin y cncTeMi 31 Ta 3ano6iraHHa iHijHjieHTaM 3 jjonoMoroio 

BHXOpHCTaHHa iHflHXaTOpiB;

- BHMipiOBaHHa pe3yjibTaraBHOcri 3aco6iB ynpaBJiiHHa ana nepeBipxn toto, njo 

BHMOTH 6yjIO BHXOHaHO;

- OHOBJieHHa njiamB 3axHCTy iiKjjopManii 3 mctoio oSjiixy jjaHHx, otphmbhhx b 

npoijeci /jiajibHOcri, noB'a3aHo‘i ax 3 nocriHHHM xoHTponeM, Tax i 3 aHajii3OM.
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^OKyMeHTaijiio CYIE HeoSxi^HO ni/jroTyBaTK tbxhm hhhom, mo6 BOHa 

BKJiiOHajia oiihch mcto/ihx ouimoBaHHB pH3Hxy, nnaHH o6po6xH pH3Hxy, onnc 

upone/iyp, HeoSxi^HHX ni/inpHeMCTBy /via rapaHTii pe3yubTaTHBHoro luiauyBauns.

CTaH/japT ISO/IEC 17799 //ae KepiBHi Bxa3iBXH, axi pexoMeH/iyeTbca 

BHKOpKCTOByBaTK b npoijeci npoexTyBaHHa chctcmh 3axHCiy. y CTaH/japTi 

HaBO^flTbca MeTa ynpaBJiiHHa i ciihcok 3aco6iB ynpaBJiiHHa. Meroio nojiirax 3axncTy 

e 3a6e3neHeHHs HanpaMiB i ni/iTpHMXH xepiBHHi/TBOM 31 bujiiobuiho /jo 6i3Hec-BHMor, 

3aKOHOjjaBHHx HopM. lIouiTHxy b oSuacTi 31 Heo6xiflHO aHajii3yBaTHca 3 

3aiuiaHOBaHOio iiepioz/HHiiicrio, njo6 rapaHTyBaiu i'i a/iexBaTHy npH/jaraicTb Ta 

a/jexBaraicTb.

y Bi/jHOineHHi ynpaBJiiHHs axTHBaMH MeTa cxjia/iaeTbca b TOMy, mo6 

3a6e3neHHTH i ni/jTpHMyBara HeoSxi/jHi 3aco6n 3axncTy axTHBiB opramsaijn b yMOBax 

npaui, axi BHMaraiOTb HiTxoi BH3HaHeHOCTi. Heo6xi/iHO cxjiacra Ta ni/iTpHMyBaTH 

peecTpH BajxjiMBKX axTHBiB, a Taxoac axTHBiB, axi axHM-He6y/ib hhhom noB'a3aHi 3i 

3aco6aMH o6po6xH iH$opMaiiiT. iH^opMai/ia Mae 6yTH xnacH^ixoBaHa 3a 3HanHMicTio 

Ta XpHTHHHiCTK) ziJia xoMnaHii.

Pojib i Bi,unoBi,uajibHicTb cniBpoSiTHHxiB, xopHCTyBaniB no BUjHomeHHio jjo 

iH^opMaui’i Ta i'i 3axHCTy MaiOTb 6yrn 3a//oxyMeHTOBaHi Bi/inoBi/iHO /jo noairaxH 31 b 

xoMnaHii.

MeTOio ynpaBJiiHHa MepeaceBOio 6e3nexoio e 3axHCT iH(j)opMaiiii b Mcpoxax Ta 

3axHCT MepeacHoi iH^pacTpyxTypn. A/jexBarae xepyBaHHa Mepeaceio noTpiSHe ana 

3axHCTy Bi/i pH3HxiB. MeTOio nocTiiiHoro MOHiTopHHry e BHaBJieHHa //iii, noB'a3aHHX 

3 o6po6xoio iH(j)opMaijii. HeoGxi/jHO ctbophth npoue/jypy /via nocTiiiHoro 

MOHiTopHHry BHXopHCTaHHa iHCTpyMeHTiB jjjia o6po6xH iH^opMaun. Pe3ynbTaTH 

noBHHHi peryjiapHO nepeBiparacb.

MeTOio xepyBaHHa /jocTynoM xopHCTyBaniB e rapaHTOBaHHH /jocTyn /via 

3apeecTpoBaHHx xopHCTyBaniB i 3ano6iraHHa HecaHxvioHOBaHoro ziocTyny b KIC. 

IIpH3HaHeHHa i BHXOpHCTaHHa /IO3BOJliB nOBHHHi XOHTpOJHOBaTHCa i nOBHHHi 6yTH 

oSMeaceHi, BCTaHOBJieHHa napojiiB hobhhho xoHTpojnoBaTHca (jiopMajibHHM 

npoi/ecoM a/tMimcTpaTopa. Heo6xi/iHO BCTaHOBHTH 4)0PMajIbHy npoue/iypy 
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peecTpauii KOpncTyBaniB.

MeTa MCHezi>KMeHTy iHiwjeHTiB y C3I nojiarae y rapaHTyBaHHi Toro, mo npo 

noflii* b CKCTeMi 31, aid noB'a3aHi 3 KIC, noBi/jOMJiaeTbca cnocoSoM, bkhh /j03B0Jiae 

npOBO/jHTH CBoenacHi KOpHryBajibHi npoiiecn. Heodxi/jHO BCTaHOBJieHHa 

Bi/jnoBUjajibHOCTi KepiBHHijTBa i npoiie/jyp lubh/jkoto, pe3yjibTaTHoro i 

perjiaMeHTOBaHoro pearyBaHHa Ha Bci iHHH/jeHTH y CHCTeMi 31. HeoGxi/jHO 

nepe/j6aHHTH MexaHi3M, bkhh Ha/jae MoacjiHBOCTi BH3HaHeHHa KijibKOCTi raniB, 

oScariB iHHHJjeHTiB B CHCTeMi 31 i BHKOHyBaTH IX nOCTiHHHH KOHTpOJIb.

y [34] HaBe/jeHO mojicjib 3pijiocTi npoijeciB ynpaBJiiHHa iH^opMauiHHOio 

6e3neKOio, b axiH HaHSijibni bhcokhm piBHeM e «KepOBaHHH» i «onTHMi3OBaHHH». 

KepOBaHHH piBeHb xapaKTepH3yeTbca mohItopkhtom Ha oS'cicri 3axHCiy i oivhkoio 

npoijecy ynpaBJiiHHa, BHKOHyeTbca ix onTHMi3avia, nacTKOBe BHKOpHCTaHHa 3aco6iB 

aBTOMaTH3aHii. OnTHMi3aijiHHHH piBeHb xapaKTepH3ye onpaubOBaHicTb npouecy 

ynpaBJiiHHa iHljiopMaiiiHHoi 6e3neKOio, 3/ji6HOCTi jjo BHKOHaHHa hibh/jkoi aflairrauii b 

BHna/jKy BHHHKHeHHa 3MiH b 6i3Hec-npouecax, KOMnjieKCHe BHKOpHCTaHHa 3axo/jiB 

3axHCTy, aid 3a6e3neHyiOTb ocHOBy /via noninnieHHa npoueciB ynpaBJiiHHa.

OcHOBHi KpOKH, aid noipiSHO BHKOHaTH, BKJHOHaiOTb npoiiec ynpaBJiiHHa 

iH^opMauinHOio 6e3neKOio [15]:

- roiaHyBaHHa - aHajii3 i oiiiHKa pH3HKy iii(])opManiHHoi 6e3neKH, BH3HaHeHHa 

nojiiTHK chctcm ynpaBJiiHHa 31, BHSip 3axo/jiB 3axncTy i ix OHOBJieHHa jjJia 

MiHiMi3aHii pH3HKiB, npHHHaTTa pinieHb npo BiipoBa/iTKCHHa chctcmh ynpaBJiiHHa 31;

- BHKOpHCTaHHa i eKcnjiyaTauia chctcmh ynpaBJiiHHa 31, BKJiiOHaiOHH pO3po6Ky 

njiamB no o6po6ui pH3HKiB iH^opMauinHoi 6e3neKH, peajii3aijiio 3axo/jiB no ii 

3axncTy, ynpaBJiiHHa po6otoio, BnaBJieHHa i pearyBaHHa Ha BHHHKaiOHi iHHH/jeHTH 

6e3neKH;

- nepeBipKa (mohItopkht i aHajii3), b tom hhcjh aHajii3 npo/jyKTHBHOCTi, b tom 

HHCJii aHajii3 piBHiB 3ajiHiHKOBoro pH3HKy iHi^opMaiiiHHoi 6e3neKH, aHajii3 

BHyTpiniHix ay/urriB chctcmh ynpaBJiiHHa 31;

- B/jocKOHajieHHa chctcmh ynpaBJiiHHa 31, b TOMy HHCJii BHKOpHCTaHHa 

TaKTHHHHX Ta CTpaTerinHHX nojiinmeHb y CHCTeMi, njo BHMaraiOTb npHHHaTTa 



16

pimeHHfl Ha piBHi njiaHyBaHHa, oijiHKH /jocarHeHHa Mera.

CranuapT ICO/MEK 15408-2002 Micrara eTann ynpaBJiiHHa 6e3neKOio; ije 

KepiBHHijTBO no ynpaBJiiHHio 6e3neKOio iHijjopMaijiHHO-KOMyHiKaniHHoi chctcmh [4]. 

Graii/japr p03KpHBae 3arajibHi npoSneMH ynpaBJiiHHa, aid BaaoiHBi ziJia e^eKTHBHoro 

njiaHyBaHHfl, BnpOBajjaceHHa Ta ni/jTpHMKH 6e3neKH chctcmh.

AHajii3 icHyiOHHX CTanaapriB ynpaBJiiHHa 6e3neKOio /jo3bojihb 3po6nra 

bhchobok, mo bohh nparayTb CTBopHra 3arajibHi KOHiienijn i 3arajibHi MO/jejii 

ynpaBJiiHHA 6e3neKOio; ojinaK, ui CTaH/japra He BRjuonaiOTb KOHKperai nijjxojjH no 

ynpaBJiiHHio iH^opMaitinHOio 6e3neKOio b CT KIC.

KIC cynacHoi KOMnaHi’i e BaacjiHBHM iHCTpyMeHTOM ynpaBJiimm 6i3HecoM Ta 

3HanHHM 3aco6oM BHpoOHHUTBa. CTpyKTypa KIC CKJia/jaeTbca 3 /jbox bcjihkhx 

6jiOKiB:

- iH^JOpManiHHa iHtppacmpyKmypa;

- iH^JOpManiHHi nocjiyzu.

Ejiok iH^opManiHHo’i incjipacTpyKTypH npe/jCTaBJiae coGoio MaTepiajibHy 6a3y i 

cepe/jOBHine ZJJia (^yHKijioHyBaHHa iH^opManiiiHOi cjiyacGn.

iHijipacTpyKTypa cynacHOi KOMnaHn i cynacHoro TOBapncTBa Moace 6yra 

npejjcraBJieHa tbkhm hhhom, njo6 BOHa CKJia/jajiaca 3 npocTopoBO-po3no/jijieHHx 

iiizipo3jii;iiB ijboro TOBapncTBa i hoto napraepiB, KJiicHTiB i nocTaHajibHHidB. OchobhI 

B3aeMOflii‘ Miac 06'eKTaMH KOMnaHii 3/jiHCHioiOTbca b paMKax po3no,uijieHOio KIC 3 

BHKopncTaHHaM npHCTpoi'B 3B'a3Ky Ta KaHajiiB 3B'a3Ky, njo npH3HaHaiOTbca 

onepaTopoM 3B'a3Ky 3 BHKopncTaHHaM pi3HHX MepeaceBHX nporpaM i nocjiyr.

Ochobhhm npHHijHnoM CTpyKTypn po3no/jijieHoi KIC e cerMeHTania Mepeaci 3a 

TepHTopiajibHOio bhpoShhhoio npHHajieacHicTio. CTpyKTypHHMH ojjHHnnaMH KIC e 

po3nofliaeHHH cerMeHT KIC. CerMeHT KIC, b cboio nepry, Moace 6yra CKJia/jHOio 

iH(|)opManiHHOio CHCTeMOio, axa nomnpioeTbca Ha perioHajibHOMy piBHi.

CerMeHT KIC e Mepeaceio, njo CKJia/jaeTbca 3 cerMeHTiB Mepead /jpyroro piBHa 

iepapxii Y xoacHOMy cerMeHTi e poGoni CTaHijii, cepBepn, Mepeaca, MapnipyrasaTopn, 

HaSip KOMyTaTopiB, ijH^pOBi MO/jeMH, Tejie^JOHHi niHii, onTOBOJiOKOHHi KaHajin 

FastEthernet, El i ScsjipoTOBi KanajiH 3B'a3Ky.
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Ha pncyHKy 1.2 noKa3aHO pe3yjibTaT CTpyKiypHoro po3KJia/jaHHa KIC [20].

KoMno3nuitiHa Moaenb po3noAineHoi 
KOpnOpaTHBHOi IHCfXJpMaUIMHOi CHCTOMH (KIC)

OCHOBHI Ob'CXTH Mepexeai nporpaMti Ta
po3no«ineHoi KIC cepsicM

KoMyHiKauiiiHe o6naaHaHHA 
Ta KananM 3BA3xy

POM ronoBHoro <xt»cy 3 
uon

J1OM AOflaTKOBHX
0<t>ICIB

MepexeBi
OC 

Mepexeee 
n3 ana 
ynpaBniHHA 
Mepexexi

PiSHi 
npOTOKOAM 
(npoTOKonn 
crexa TCP/IP)

BuwaneHi po6oHi 
craHuii

PeriOHanbHi
cerMBHTM KIC

AnapaTHe 
3a6e3neMBHHR

CepsepHi 
craHuii: 
cnyx6w 
xaTanoriB. 
flOflaTKiB, 
tpannoBi,
6a3H aaHHX, 
web - cepeep, 
enexTpoHHoi
noujTM, DNS. 
apyxy

DpuHTepn

MHOXHHa 
nporpaMHHX
ob'exTiB

nporpaMn:
otpiCHe TI3, 

_ npnxnaxiHe, 
cneuia/ibHi
yTHOiTH

- CyBfl 

_ OriepauiiiHi 
CHCT6MH

Mepexeai
I— nporpaMki 

Ta cepeicw

MHOXMHa 
iH<tx)pMauiCiHMX
06'eKTiB

EneKTpoHHi
A0KyM6HTM

- 6aan aaHnx 

ApxiBH

MapiupyTM3aTopn 

KoMyraTopn 3 
piBHH

KoMyTaTopu2 
piBHA

Cepeep aocTyny 

L(n<t>poBi
MOfleMH

6e3flpOTOBi
MOflOMM

MefliaxoHBepTopn 

AnapaTypa ana 
opraHi3auii 
cynyTHMKOBoro 
3B*A3Ky

(YATC)

KaHan 3B'A3xy 
onepaTopiB 

_ 3B'A3Ky

KaHan 3B'a3xy Ha 
■_ OnTOBOAOKOHHOM 

y xabeni 

KaHan 3B'A3xy 
Ha
KoaxcianbHOMy
xabeni 

_ KaHan 3B'a3xy Ha 
xpyMeHHH napi

CynyTHMKOBMM 
xaHan 3B'A3xy 

PaaioxaHan 
(Wi-Fi)

- PobOMi CTaHpii

L CxaHepw

PucyHOK 1.2- Mo/jejib po3no^ijieHoi KIC 3 aeTajii3aijieio Cf KIC

BnpoBa/jaceHHfl iHTepHeTy b TexHOJiorii KOpnoparaBHHx KOMyHiKaiiiii npnBe.no 

/jo pi3Koro 36ijibiueHHS[ nucjia KOpHCTyBaniB 3OBHiniHix Mepeac, 36ijibineHHa 

pi3HOMaHiTHOCTi THniB KaHaJliB 3B'fl3Ky i BHKOpHCTaHHK) HOBHX MCpOKCBHX i 

npnBe.no
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iH(|)opMauiKHKx TexHOJioriH. L(e ni/jBHnjKJio bhmoth 6e3neKH /jna TpamaKijiH 

ejieKTpoHHKx Mepeac cepBepiB, MapmpyTH3aTOpiB, cepBepiB Bi/majieHoro nocTyny, 

xaHajiiB 3B'»3Ky, onepaniHHHx chctcm, 6a3 jjamix i jjo/jaTKiB. He6e3neKK b KoacHOMy 

ejieMemi chctcmh 3axnciy lubh/jko pocTyTb, i na TeH/jeHijia 36epeaceTbca i b 

MaiiSyTHbOMy [18].

TocTpoio e Taxoac npoOneMa MoaaiHBOCTi BHyTpiniHix 3arp03 3axHineHOCTi 

iH(|)opMauii, ocoGjihbo ne CTOcyeTbca bcjihkhx Kopnopaniii, axi MaiOTb 

TepHTopiajibHO pO3no^ijieHi niapO3/jijiH. Hum Sijibine cniBpoSiraHKiB Ta o/jHHHijb 

oSHKCJHOBajibHo’i TexHixM b xopnopaijii, thm Sijibina HMOBipHicTb bhhhchha 

CepKO3HKX iHIJHAeHTiB, pe3yjIbTaTOM 3KHX M07KC CTBTH BHXpa/JCHHa KOH^i/JCHIjiHHOi 

iH(|)opMauii, KopnopaTHBHo‘1 6a3n /jbhkx, mo MicTHTb BaacjiHBy /jjia 

KOHKypeHTOcripoMOTKHOCTi xopnopanii iH^JopManiio.

Hum Sijibiua KOMnaHia, thm SijibniHH oG'gm kohitIb, bkhm BOHa xepye, thm 

Gijibiiie arpecHBHHMH i npo(|)eciHHHMH MoacyTb 6yra aTaxn 3a ynacTio BHyTpiniHix 

3JiOBMHCHHKiB. Ha ayMxy excnepTiB, po3bhtok Ta iHTerpaijia iH^opMauiHHHx 

TexHOJioriH y xopnopaTHBHi 6i3Hec-npoijecH 36inbinye He6e3nexy BHyTpiniHix 3arpO3 

iH(|)opManiHHoi 6e3nexH [30].

CynacHi 3aco6n 3JiOMy KOMn'iOTepHHx Mepeac i xpa/jiacxn iH^opMapii 3a3HaiOTb 

niBHJJKHH PO3BHTOK, nOpafl 3 iHHIHMH BHCOKO TCXHOJIOriHHHMH iH^OpMaijiHHHMH 

rajiy3aMH. ToMy 3a6e3neneHHa iH^opMaijiHHoi 6e3nexH KIC CTae o/jmeio 3 

nepnioneproBHX 3aB;ianb Mcne^acMCHTy xoMnaHin. 36epe>KenHa KOH^i/jeHijiHHOCTi, 

ninicHOCTi Ta /jocTynHOCTi im^opMaijiHHHX pecypciB KOMnaHii SaraTO b noMy 

BH3Hanae axicTb i uiBH/jxicTb npHHHana CTpaTerinHHX pimeHb xepiBHHHTBOM 

KOMnaHii.

3aB/jaHHa 3a6e3neHeHHa in(])opManiHnoi 6e3nexH b KIC MoacHa BnpiniHTH 

nuiaxoM noSyuoBH e^exTHBHoi cucmeMU 31.

Ha pnc. 1.3 HaoHHO npo/jeMOHCTpOBaHO MO/jejib cxjiany chctcmh 3axncTy 

iH^opManii Cr KIC [18].

/Xo chctcmh 31 BHcyBaeTbca BHMora aSconiOTHoi npO3OpocTi /jna Bace icuyiOHHX 

y paMKaX KIC /JO/jaTxiB Ta, KpiM TOTO, BHMOra CyMiCHOCTi 3 BHKOpHCTOByBaHHMH
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Kopnopauieio MepeaceBHMH TexHOJiorisMH.

ToMy, 3 MeTOio 3a6e3neHeHHA Ha/jiHHOio 3axniiieHOCTi pecypciB KIC, chctcmh 

31 noBHHHi peajii3OByBaTHca Ha 6a3i HaiiGijibin nporpecHBHHx i HanSi-Jibm 

nepcneKTHBHHx TexHOJioriH b oGjiacii iHcjjopMaijiHHoro 3axHCTy.

/ CniBpoGiTHWKM 
/ Biflfliny 
\ iHtfcopMauiiiHOi 
\ 6e3neKH

C3I

3aco6w
3axMCTy

iHCpopMauii

npaBOBi 
HOpMaTHBHi 
flOKyMeHTM, 
CTaHflapTw

3aco6w
ynpaBniHHA 
KOHTPOJ1K)

06'cktm
3axncTy KIC

PncyHOK 1.3- Mo/jejib cxua/jy chctcmh 3axncTy iH^opMauii Cf KIC

ToMy, mo6 3a6e3neHHTH e^eKTHBHicTb KOMn'iOTepH3aiiii‘ b Kopnopaijn, 

HeoSxi^HO 3a6e3neHHTH Taxi napaMeTpn 6e3neKH iHijjopMaijiHHHx pecypciB, ak 

HijiicHicTb, KOHfjji/jeHHiHHicTb, cnpaB>KHicTb BVjnoBVjHoi /jijiOBOi iH^opManii, AKa 

HHpKyjHOe B JIOKaJIbHHX Ta TJIoSaJIbHHX iH(j)OpMailiHHHX MCpCTKaX.

1.2 CynacHi KOHuennii 3axHinenocTi iH^opMaiiii* b KopnopaTHBHHX 

iH(j)OpMaHiHHHX CHCTCMaX

PO3BHTOK Ta B/JOCKOHaJICHHA HIKi/JJIHBOTO 113 He CTOlTb Ha Micui, AK i pO3BHTOK 

CHCTeM 3aXHCTy. 3JI0BMHCHHKH BHKOpHCTOByiOTb CynaCHi JJOCATHeHHA 

iH^opMauiHHHx TexHOJiorin (xMapHi TexHOJiorii, HOBi ajiropHTMH niH^pyBaHHA i 

t.jj.). 3ri/jHO o/jHHa/mATOMy 3BiTy Cisco no Ki6ep6e3neni, «mo6 ckopothth nac 

BHABJieHHA 3JiOBMHCHHKiB, (jjaxiBiji no Ki6ep6e3neiji noHHHaiOTb Bee Gijibine 
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3aCTOCOByBHTH (i 3aKynOByBaTK) 3aco6n, mo BHXOpHCTOByiOTb IHTyHHHH iHTeJieKT 

(IIII) i ManiKHHe HaBnaHHA (MH)» [30]. 3 o^hoto 6oxy, mH(])pyBaHHA /jonoMarae 

nocHJiHTH 3axHCT, a 3 imuoro - 3pocTaHHA ax JieriTKMHoro, Tax i mxmjiHBoro 

3anin(|)pOBaHoro Tpai^ixy npHMHoacye npoOjieMH thx, xto 3axHiijaeTbCA y npoueci 

bhabjichha noTemjiKHKX 3arpO3 Ta MOHiTOpHHry ix flifi. «3a MHHyjii 12 MicAuiB 

(jjaxiBiji Cisco 3 iH^opMaijiHHoi 6e3nexH 3a(|)ixcyBajiH Gijibrn hdk ipnpa3OBe 

3pocTaHH» nin(|)pOBaHoro Mepe^ceBoro ipa^ixy Bia iHcnexTOBaHHx 3pa3xiB 

mKmjiHBoro II3» [30].

BHKOpHCTaHHB iHTenexTyajibHHx TexHOJioriH Ta ManiHHHoro HaBnaHHA noxasye 

xoponii pe3yjibTara b rajiy3i iHcjjopMaijiHHoi 6e3nexH, mo 3 nacoM /jo3bojihtb 

aBTOMaraHHO bhabjiath HecTaH/japTHi maOjiOHH b 3amn(|)pOBaHOMy BeS-Tpai^ixy, y 

xMapHHx cepe/jOBimjax Ta cepe/jOBHmax IoT. «^eAxi 3 3600 /mpexTopiB 3 

iH(|)opMauiKHoi‘ 6e3nexH, onHTaHHX b xo/ji nmroTOBXH 3Bny Cisco 2018 Security 

Capabilities Benchmark Study, 3asBKJin, mo /jOBipAiOTb tbkhm iHCTpyMeHTiB, ax MH 

i IIII, i xoHjik 6 i‘x BHxopHCTOByBaTH, ajie bohh po3napOBaHi bcjihxoio xijibxicTio 

xhShhx cnpaubOByBaHb» [30]. nocTynoBe B/jocxoHajieHHA TexHOJioriH MH Ta ILLI 3 

HaCOM JJO3BOJIHTB 3HH3HTH xijIbxiCTb «Xh6hHX TpHBOT», i XOpeXTHO BH3HaLiaTH 

«HOpMajibHy» aKTHBHicTb Mepe>x, BHpi3HAK)HH i'i Bm peajibHHx aTax.

Hx BKa3yiOTb cynacHi excnepTH, «eBOJHOijiA mxi/jJiHBoro nporpaMHoro 

3a6e3neHeHHA 3a MHHyjiHH pix noxa3ajia, mo 3jiobmhchhxh 3 Gijibmoio 

BHHaxmJIHBiCTK) CTaJIH BHXOpHCTOByBaTH He3aXHIIieHi npOJIOMH B CKCTeMaX 6e3nexn, 

- Bm3HaHHB ^acoh CTioapT (John Stewart), CTapniHH Biije-npe3H/ieHT Cisco, /mpexTop 

3 iH^opMaiiiiiHoi 6e3nexn. «^jia Bi/joSpaAceHHA Hana/jiB Ta 3MeHmeHHA cxwibHOCTi 

/jo HapocTaiOHHx pK3HxiB ax HixojiH pamiiie BajxjiKBO CTpaTerinHO y^ocxoHajuoBaTH 

3axHCT, iHBecTyBaTH b TexHOJiorii Ta BnpoBamxyBaTH nepe/jOBi MeTOjjKXK» [30]

/JeAxi pe3yjibTara 3Bny Cisco Annual Cybersecurity Report noxa3yiOTb, mo:

- (jjiHaHCOBa inxo/ja bu aTax CTae Bee Gijibui peajibHOio;

- Gijibme nojiOBKHH Bcix aTax HaHecjiH 4>iHaHCOBy inxoay Ha cyMy noHa/j 500 

mjih. flOJiapiB, BXJiiOHaiOHH BTpaneHy BHro/jy, BTpaTy xjiieHTiB Ta npAMi BHTpara;

- aTaxH Ha jiaHmo>xxH nocTaBOx CTaiOTb Bee Gijibme cxjia/jHHMH i HaSHpaiOTb
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IUBHJJKiCTb.

Taxi hthku MOixyTb BnjiHHyTK Ha KOMn'iOTepH y bcjihxhx MacmraSax, Ta i’x 

HaCJli/JKH MOTKyTb TpHBaTH MicaitflMH HH HaBiTb pOXaMH. Heo6xi,UHO naM'flTaTH npo 

noTeHijiKHi pH3HKH BHxopHCTaHHa nporpaMHoro i anaparaoro 3a6e3neHeHHS[ Bia 

opraHi3auiH, axi He cnpHHMaiOTb npoSjieMH iH^opMauiHHoi 6e3nexH BcepHO3.

UJo6 3hh3hth pH3HK btbxh Ha jiaHijioacoK nocTaBOK, HeoSxujHO iieperjiaiiyTH 

CTopoHHi npoue/jypH /jjia nepeBipKH e<|)exTHBHOCTi TexHoaorin iH^opMauiHHOi 

6e3neKH. Y to ace liac 3axHCT iH^opMauiHHHx chctcm CTae Bee BaacnHM, Bpa3JiHBOCTi 

CTaiOTb Bee Sijibme pi3H0MaHiTHiniHMH.

IIJoG 3BXHCTHTH Ce6e, OpraHi3aHH BHXOpHCTOByiOTb CKJia/JHi KOMSiHauil 

npOflyKTiB pi3HHX BHpoSHHXiB. U,e yCKJia/JHeHHfl 3 3pOCTaiOHOlO pi3HOMaHrnriCTK) 

Bpa3JiHBOCTeH HeraraBHO BnjiHBae Ha 3/jaTHicTb opraHi3anjH Bi/jdHBaTH aTaxn i 

npH3BOjjHTb, cepe/j iHinoro, /jo 36iabmeHHa (JnHaHCOBHx pH3HxiB Ta BTpaT.

3ri^HO 3BiTy Cisco'.

25% ijjaxiBuiB 3 iH^opMaiiiimoi 6e3nexH hobujomhjih, njo 

BHKOpHCTOByiOTb npo/jyxTH buj 11-20 BeH/jopiB, b 2016 p. Tax Bi,unoBijiH 18%;

ijjaxiBui 3 iHijjopMaijiHHOi 6e3nexH noBi/jOMHJiH, mo 32% Bpa3JiHBOCTeH 

TopKHyjiHca Gijibnie hojiobhhh chctcm, y 2016 p. Tax BiunoBUiH 15%;

(jjaxiBui 3 iH^opMauiHHoi 6e3nexH oijiHHJiH xopHCTb 3aco6iB 

noBemHxoBoro anajiisy BHSBJieHHs hixujjhibhx 06'exTiB: 92% (jjaxiBijiB BBaacaiorb, 

mo 3aco6n noBe/jiHxoBoro anajii3y /jo6pe cnpaBJiaiOTbca 3 nocTaBJieHHMH 3aBjjaHHaM; 

2/3 npe/jCTaBHHxiB cexTopa oxopOHH 3^opOB'a i npejjCTaBHHXH iimycTpii 4>iHaHCOBHx 

nocjiyr BBaacaiOTb noBe/jiHXOBy aiiajiiTHxy xopHCHOio /jjia BHaBaeHHa mxijjJiHBHX 

oS'exTiB;

3pocTae BHxopHCTaHHs xMapHHx TexHOJioriH; aTaxyioni xopHCTyiOTbca 

BmcyraicTio npocyHyrax 3aco6iB 3a6e3neHeHHa 6e3nexn;

Hboro poxy 27% (jjaxiBijiB 3 mijjopMaiiiHHOi 6e3nexH hobujomhjih npo 

BHXOpHCTaHHfl 3OBHilHHix npHBBTHHX xMap (noxa3HHx 2016 p. - 20%); 3 HHX 57% 

po3MimyiOTb Mepeacy b xMapi 3apa/jH xpanjoro 3axHCTy /jbhhx, 48% - 3apa/jH 

MacmraSoBaHOCTi, 46% - 3apa^H 3pyHHOCTi excnjiyaTauim.
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Xona xMapa 3a6e3neHye nuiBHiijeHy 6e3nexy /jaHHx, 3jiobmhchhxh 

KOpHCTyiOTbcs thm, mo xoMnaHii He ay»e floGpe 3axHnjaiOTb XMapHi xoHcjnrypaijn, 

flxi pO3BHBaiOTbCfl i pO3LUHpiOK)TbCS[. E(|)eXTHBHiCTb 3aXHCTy TBXHX 3MiH 

ni/jBHiijyeTbCfl 3a paxyHOK BHxopHCTaHHa xoMGmaiiii nepe/jOBHx TexHOJioriH, tbxhx 

ax nepe/jOBi TexHOJiorii 6e3nexn, Taxi ax ManiHHHe HaBnaHHa, i iHCTpyMeHTiB 6e3nexH 

CBiTOBoro KJiacy, tbxhx ak XMapHi njiaT^opMH iH^opMauiHHoi 6e3nexH.

B ocTaHHi poxn thkotk cnocTepiraeTbca TeH/jemiia /jo 3pocTaHHa mxijjjiHBHx 

nporpaM Ta nacy BHaBJieHHa. «IIpo/ieMOHCTpOBaHa Cisco Me/jiaHa nacy BHaBJieHHa 

(timetodetection, TTD) 3a nepio/j 3 JiHCTona/jy 2021 no JxoBTeHb 2022 p. cxnajia 

6jiH3bKO 4,6 to/jhhh. y jiHCTona/ji 2020 p. ijeii noxa3HHx cxjiaB 39 to^hh, a no 

/jaHHMH 3BiTy Cisco no Ki6ep6e3neni 3a 2022 p., MejjiaHHHH nac BHaBJieHHa 3a nepio/j 

3 jincTona/ja 2020 poxy no jxoBTeHb 2021 poxy cxjiaB 14 ro^HH».

Kjhohobhm (])axTopoM /via Cisco b npoijeci cxoponeHHa nacy BHaBJieHHa i 

niflipnMxn noro Ha HH3bX0My piBHi CTajia TexHOJioria imjjopMaijiHHOi 6e3nexn. Hhm 

xopOTninn nac BHaBJieHHa, thm niBH/jnie aTaxa 6yue Bi/joSpaaceHa.

IHo/jo onHcaHHx TeH/jemiin, /jo/jaTxoBi pexoMeimanii mia nmp03/jijiiB 

iH(|)opManiHHoi 6e3nexH, Taxi:

- XOHTpOJIb 3a /JOTpHMaHHBM nOJHTHX i npaXTHX XOMnaHH no OHOBJieHHIO 

jjojjaTxiB, CHCTeM Ta npHCTpoiB;

- CBoenacHe OTpHMaHHa tohhhx jjanHX npo 3arpO3H i HaaBHicTb nponeciB 

BHxopHCTaHHs ljhx jjaHHx mia MOHiTopHHry 6e3nexH;

- npoBe/jemm norjinSjieHoro aHajii3y;

- peryjiapHe pe3epBHe xoniiOBaHHa ziaunx i nepeBipxa npone/jyp Bi/jHOBJieHHa;

- XpHTHHHi flii* B XOHTeXCTi niBHJJXOTO pO3BHTXy MCpOKCBHX inaxpaiB Ta 

nixijjJiHBHX nporpaM;

- BHxoHyBaTH nepeBipxn 6e3nexn Ha Mixpo cepBiciB, xMapHHx cepBiciB Ta 

CHCTeMH a/jMiHicTpyBaHHA /jo/jaTxiB.

rajiHijbXHH A. B. 3a3Hanae icHyBamia «pi3HHx ni,uxo,uiB jio (jiopMyBaHHa 

apxiTexTypH ynpaBJiimia iH(j)opMaijiHHOio 6e3nexoio KIC:

- BHXopHCTaHHfl TexHOJiorii ynpaBJiiHHfl yciMa npHCTpoaMH 6e3nexH KIC 3 
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ueHTpajibHoro By3Jia Hepeajii3OBaHO, TOMy njo nepBKHHHx npHCipoi'B BejiHKa 

KijIbKiCTb, i KOHTpOJIb 3a HHMH M07KC BHKJIHKaTH 3aHa/JTO BeJIHKe 3aBaHTaaceHHa 

ueHTpajibHoro By3Jia ynpaBJiiHHa; Baaoce OTpHMaHHa jiCTajiisoBaiioi in(])opManii, axa 

HeoSxi^Ha /jjia ynpaBaimia; JiOKajibHi mctojjh ynpaBaimia b pa/ji Buna/jKiB e TexHinHO 

HeoSxi/jHHMH;

3 jjocBUiy Be/jyHHx bhpoGhhkIb 3aco6iB 3a6e3neHeHHa MepeaceBoi 6e3neKK 

bujomo, njo opraHi3auia Moace ycniniHO peajii3OByBara cboio nojiimuKy 6e3neKU b 

pO3nofliaeHKX KIC npn ijeHTpajii3OBaHOMy ynpaBJiiHHi 6e3neKOio» [10].

EaraTO KOMnaHii (CiscoSystems, ComputerAssociates, PLATINUM) 

BHKOpKCTOByiOTb Mexam3MK /jjia iHTerpauii ynpaBJiiHHa C3I y Tpajiiiniinii chctcmh 

ynpaBJiiHHa Mepeaceio [8]. OjjHaK lien ran iHTerpoBaHoi ckctcmh ynpaBJiiHHa e 

/joporKM, a jjeaKi nnTaHHa ynpaBJiiHHa iH^opMauinHoi 6e3neKOio He BHpimyiOTbca 

TaKKMH CKCTeMaMH.

E4)eKTKBHa CHCTeMa ynpaBJiiHHa IE MepeaceBoi KIC noBHHHa 

cynpoBOjjacyBaraca ckctcmoio iepapxinHoro ynpaBJiiHHa, njo CKJia/jaeTbca i3:

- i[eHmpajii3oeaHO2o ynpaBJiiHHa Ha piBHi raoSajibHoi nojiiraKK njo/jo 

iH^opMauinHoi 6e3neKK, axa Bi/jnoBi/jae 6i3Hec-npouecaM nmnpneMCTBa i BH3Hanae 

HaSip npaBHJi 6e3neKH jjjia Bcix B3aeMO/jiH oO'eicriB KIC, a Taxoac 06'cKriB KIC i3 

3OBHiniHiMH oO'eKTaMn;

- ckctcmh npOTOKOJiiOBaHHa no/jin y Mepeaci, MOHiTopnHry Ta ayzyny, aid He 

3aBamH Maiora BepraxajibHy CTpyKTypy, a nacTO npaiiioiOTb bbtohomho b KOHKperaiH 

niacHCTeMi KIC.

JJjia toto mod 3a6e3neHnra iH^opMaiiiiiHy 6e3neKy b cerMeHTi KIC b cynacHHX 

yMOBax KOMnaHii* nonajin BHKopncTOByBara Bee Gijibine aBTOMara3OBaHHx chctcm 

ynpaBJiiHHa iH^opMauinHOio 6e3neKOio Ha ochobI chctcm SIEM.

AcTaxoBa JI. B. 3a3Hanae, njo Ha cboro/jHi «HaH6ijibin mnpOKe noninpeHiia Ha 

pHHKy SIEM-CHCTeM OTpHMajin ckctcmh, aid BHKOpncTOByiOTb CHraaTypHi mcto/jh 

Kopejianii iiojjin iH^opMauiKHoi 6e3neKK, njo odyMOBJieHO, HacaMnepe,a, npocTOTOio 

peajii3aiiieio jjaHnx ckctcm, a Taxoac raynKicTio npn SyuiBHKHTBi i no/jajibiniH 

eKcnjiyaTaiiii» [6]. JJo Taicnx chctcm SIEM (Security information and event 
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management - ynpaBJiiHHa imjjopMaijieio i nofliaMM de3nexH) BUjHoeaTbca: HP 

ArcSight; IBM QRadar; Symantec SIM, RSA Envision Ta mini. HejjojiiKOM e Te, njo 

cncTeMH, 36yuoBaHi Ha ijbOMy npuHnuni, He a/janTyiOTbca no yMOB hibh/jko 

MiHJiHBoro cxjiany KIC. HenonixiB tbxhx chctcm Taxox BijjHOCHTbea BejiHKa 

KijibKicTb xhShhx cnpaubOByBaHb i BijjHOCHa CKJia/micTb xoncjjirypanii Ta peajii3ani‘i.

AHajii3 pHHKy SIEM-cuctcm [28] noKa3ye, njo b cynacHHx yMOBax phhox SIEM 

pO3BHBaeTbca noBijibHinie, nix 3a xop/jOHOM. He Bci 3axopnoHHi BHpodHHXH 

npe/jCTaBJieHi b Hamm xpami. Ajie b toh xe nac cnocTepiraeTbca po3bhtok 

BiTHH3H3HHx SIEM-chctcm. SIEM-chctcmh pearyiOTb Ha HOBi nocarHemia b odnacTi 

odpodxH /jaHHx.noKpameHa aHaniraxa bcjihkhx nannx BigData Binirpae BaxjiHBy 

pojib y S/AAAcncTCMax, axi BHKOpHCTOByiOTbca b cerMeHTi KIC. Bejimom iHTepec 

npe/jCTaBJiae hobb TexHOJioria UEBA (User and Entity Behavior Analytics - 

noBe/jiHKOBa aHaniraxa KOpHCTyBaniB i eyTHOCTeH) nJia iHTerpanii b S7EM-chctcmh 

[13]. O/jhh 3 HaHdijibui KOpHCHHx BapiaHTiB 3acToeyBaHHfl Monyjia UEBA - ue 

BHflBJieHHfl iHCaH/jepiB UIJiaXOM JjeTeKTyBHHHSE CTaTHCTHHHHX aHOMaJliH. Jlxnjo 

cniBpoSiTHHKH, mo BOJio/jiiOTb JieriTHMHHM jjocTynoM no iinJjopManii noHHHaiOTb 

HecTaHjjapTHO niaTH, podHTH dijibine 3anHTiB ado OTpHMyBaTH m^opMaijiio no thm 

dnoxax jjaHHx, no axHM pamine He OTpHMyBajiH, to caMOHaBnem chctcmh de3nexH 

no/jaiOTb npo ije chthbji. 3a nporHO3aM Gartner, 2025 poxy Monyjii UEBA dynyrb 

b KOJKHm HeTBepTiii SIEM-cuctqmI.

Mo>KJIHBO KOHCTaTyBBTH TeH/jemjilO pO3BHTKy aBTOMaTH3OBaHHX CHCTCM 

ynpaBJiimm 3axncTOM imjjopMaijn ana cerMeHTy KIC. Onuax icHyiona MCTonojioria 

m^opManiimoro pH3HK-MeHenxMeHTy He nependanae xoMnjiexcHHH ni/jxin no 

ynpaBJiimum iH^opMaijiHHHM pH3HKOM. BHxopHCTaHHa eKOHOMixo-MaTeMaTHHHHx 

MO/jejieii ynpaBJiiHHa 3axHCTOM imjjopMaijn He 3aBxnn opicnroBaHO Ha nocameHHa 

ximjeBoro pe3yjibTaTy di3Hec-npoijeciB, mo npH3BonHTb no 3HHxeHHa 

ei^eKTHBHOCTi ynpaBJimmi ph3hkbmh BCboro ninnpHeMCTBa.

3axncT iH^opMani’i, mcto/jh Ta mcto/jhkh 3axncTy Bxe djiH3bKO ipiinnaTH poxiB 

e npe/jMeTOM axTHBHoro odroBOpeHmi ax 3a xopnoHOM, Tax i Byxpami. nocTiimo 

po3podjiaiOTbCfl HOBi MeTO/jH, cnocodH i 3acodH 3axHCTy mcJjopMaiiii, BHnycxaiOTbca
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HOBi 3axncHi CKCTeMH, BcayTbca HayKOBO-/jocjii/jHi poGora no po3po6iji mcto^hx 

ynpaBJiiHHB 3axHCT0M iH^opMaiiii*.

AHajii3 pe3yjibTaTiB HayxoBO-/jocamHHx poGiT b oGjiacri 31 noKa3ye, mo 

3HanHHM /jocarHeHHAM y Teopi’i 3axncTy iH^opManii CTajin poGoth, npHCBanem 

npoGjieMaM CTBOpemm hobkx 3aco6iB 3axnciy iH^opMaiiii* pi3Horo xapaxTepy, axi 

3mncmoK)Tb 3axncT iH$opMauii Hapi3HHX piBHax (TexHinHi 3aco6n, nporpaMHi i 

anaparai KOMnjieKcn, KpnnTorpai^iHHi 3aco6n 3axncTy i t.jj.), a Taxox iHTerpOBaHi 

cncTeMK 3axncTy im^opMauii [11]. AHajii3 pe3yjibTaTiB Taxnx 3m1h Ta aocamxeHb GyB 

npe/jCTaBJieHKK y poGoTax yxpaiHCbXHX Ta 3apy6ixHHx aBTopiB. Kjiiohobhm 

nmcyMKOM Taxoro poay poGrr e 4>opMyBaHHa ochob Teopi’i 3axncTy iH^opManii.

MacoBe BHXopHCTaHHa iH^opManiimiix TexHOJiorin xoMepuinHKMK 

xopnopaniflMH, xoaocaabHe 3pocTaHHa oGcary xphthhho BaxaHBo’i im^opMapii, mo 

36epiraeTbca i nepeaanoi b un^pOBOMy BHraa/ji, nmBHmeHHa 3HamiM0CTi 3axncTy 

iH(|)opManii - 4>axTopn, mo BnjinHyjin Ha axTHBi3amio TeopeTHHHHx aocamxeHb, 

nOB'S3aHKX 3 3aXKCTOM iH^OpMauil.

y poGoTax [10, 18, 33] po3raa/jaiOTbca nnTamm i npoGjieMK xoMn'iOTepHoi 

6e3nexn. AxTyajibHKMK e Taxox nirraHHS 3acTOcyBaHHa xpnnTorpa^iHHnx MerouiB 

i 3aco6iB b c(|)epi 3axncTy iH^opManii [22], a Taxox nnTamm BHaBaeHHa HeGaxaHHX 

BTOpmeHb [24].

y pa/ji poGiT [19, 20] ocoGjikbhk axneHT 3po6jieHO Ha HeoCximricTb 

3acT0cyBaHH3 chctcmhoto niaxoay aaa po3po6xH ecjjexTHBHHx 3aco6iB 31, po3po6xH 

MO/jeJieii 3arpo3, flexoMno3HHii po3po6aiOBaHHx C3I (chctcm 3axHCTy inc^opManii), 

pO36HTTfl ix Ha (])yHxmoHajibHi ni/jCHCTeMH aaa BH3HaneHHa (])axTOpiB, axi 

BnjiHBaiOTb Ha hhx i BHaBaeHHa moxhhbhx 3arp03, a Taxox aaa po3po6xH chctcmh 

imiHxaTOpiB, axi xapaxTepH3yiOTb e^exTHBHicTb C3I.

Ha ayMxy GaraTbox aBTopiB, axi po3po6aaiOTb npoGjieMH 31, aaa e<])exTHBHoro 

pimeHHa aanoi npoGaeMH o6oB'a3xoBHMH yMOBawm e (|)opMyBaHHa MeTO/joJiormHoro 

6a3Hcy po3raaHyToro nHTaHHa, aocaiaxemia aaaiiTHBiioi opraHisaun chctcm 31, a 

Taxox p03raaa nHTaHb aBTOMaTH3ami 31 [12].

Ha jjyMxy [11] 6a3oio ana (jmpMyBaHHa C3I noBHHHi cayxHTH naara oGpoGxH 
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iH(|)opMauii, aid BCTaHOBJiioiOTbca Ha oG'ckt 3axncTy, i 3aB/jaKH aKHM npoBO^HTbca 

aHajii3 KpHTHHHOCTi, BUjnoBi/jHO 3 hum /jajii npOBO/jHTbca oSrpyHTyBaHHa bhmot /jo 

C3I. Ha ni/jCTaBi cijiopMyjibOBaHHx bhmot ([jopMyeTbca HaSip 3aco6iB 3axnciy 

iH(j)opMaiiii, 3acTOcyBaHHa axnx /jacTb MoacjiHBicTb 3a6e3neHeHHa HeoSxi/jHoro piBHa 

3axHCTy. ApryMeHTOBaHe oGrpyrnyBaHHa CKJia/jy (HaSopy 3aco6iB) 31 - ije 3arajibHe 

3aB/jaHHa BCboro MexaHi3My ynpaBJiiHHa 31.

OcoSjiHBOCTi npoeKTyBaHHa chctcm 31 posrjiajjaiOTbca aBTOpaMH b [12]. 

AHajii3 poSiT flO3BOJiae BHjjiaHTH jjBa ochobhI ni/jxojjH ujo^o nody^OBH chctcmh 31:

- npo/jyKTHHH ni^xi/j;

- npoeKTHHH niflxi/j.

npo/jyKTHHH nijixiji Mae Ha yBa3i, njo nepBHHHHM e (^opMyBaHHa HaSopy 

3aco6iB 31, a jjajii, Ha ochobI (|)yHKniH, njo BHKOHyiOTbca ijhmh 3aco6aMH, (JjopMyeTbca 

nojiiTHKa 6e3neKH. Bi^noBi^HO, npoeKTHHH riizjxijj nepe/jGanae, b nepniy nepry, 

4>opMyBaHHa nojiiTHKH 6e3neKH, nicjia hoto Ha ni/jCTaBi neBHHX bhmot BHSnpaiOTbca 

HeoSxiflHi /jaa i“i peajii3anii‘ 3aco6n 31.

Hk 3a3HanaeTbca b [9], chctcmh Ha ochobI npoeKTHoro ni/jxo/jy Kpanje 

0nTHMi30BaH0 i e Gijibine ceJjckthbhhmh, njo podHTb ix Gijibin niuxo/janjHMH jjjia 

BHKOpHCTaHHa b reTeporeHHHx McpoKax. KpiM toto, cjii/j 3a3HanHTH, njo pinieHHa, 

cnpoeKTOBaHi 3a /jonoMoroio npoeKTHoro niuxojjy, e Gijibine jjOBTOTpHBajiHMH.

3araabHi npHHHHnn Ta MeTOjjHKa BnSopy 3aco6iB 3axHCTy iH^opMapii Ha 

ocHOBi KpHTepiio onTHMajibHOCTi (Mae Ha yBa3i MimMisaijiio BHTpaT npH 3a6e3neHeHHi 

lajjanoro piBHa 3axHineHOCTi iH^opManii), HaBe/jeHO b [14]. Ochoboio iiarioi 

MCTOJJHKH e OHiHKa ei])eKTHBHOCTi BHKOHBHHa pi3HHX (jjyHKIjiH 3a /JOnOMOTOlO 3aco6iB 

31.

Ha jjyMKy jjeaKHx aBTOpiB, HanpHKJia/j [34], ynpaBJiiHHa onepaniaMH i 

CTpaTerinHe ruianyeauHfi BHKOpHCTaHHa 3axHCHoro oSaa/jHaHHa pO3raa/jaiOTbca ax 

HaHBaacjiHBinii npoijecH MaKpoynpaBJiiHHa. B ijbOMy KOHTCKCTi onepaTHBHe 

ynpaBJiiHHa Mae Ha yBa3i jjHHaMinHe ynpaBJiiHHa iH^opMaijiHHOio 6e3neKOK) npn ii 

aBTOMaTK3OBaHiH oGpoGiji. B paMKax oneparaBHoro ynpaBJiiHHa noBHHHO Gyra 

nocTiiiHe BH3HaHHa CTaHy chctcmh 3axncTy iiKjjopMaijii, a Taxoac npHHHaTTa i 
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peajii3aijia pimeHb mo/jo Heo6xi/jHOCTi oneparaBHHx BTpynaub y poGoiy chctcmh 

samia 3a6e3neHeHHS[ 31. /Xjih npHHHarra pinieHb npaBHJibHe pimeHHa iiobkhho 6yra 

oSpaHO 3 pericipa pinieHb, axn CTBOpioeTbca 3a3/jajieriflb [36].

IIjiaHyBaHHfl 31 Bi/jHOCHTbca jjo npouecy, njo 3a6e3nenye onTHManbHe 

BHKOpHCTaHHA 3aco6iB 31. OnTHManbHicTb Mae Ha yBa3i 3a6e3neHeHHa HeoSxmHoro 

piBHfl 3axHCTy 3anjiaHOBaHoi cyMH BHTpaT a6o 3a MiHiMi3am‘i ijiei cyMH.

EaraTO 3 BHiijeBxa3aHHx aBTOpiB Bi/j3HaHaiOTb npH ijbOMy, mo 3aB^amia 

npHHHflTTfl pinieHb e o/jHieio 3 HaHCxna/minnix y toh >kc nac HanSi-Jibm BaauiHBHx 

3aB/jaHb b oSjiacTi aBTOMaTH3aHii ynpaBJiiHHa 3axHCT0M iH^opMaijn.

OeoSjiHBOCTi i ocHOBHi noHaira opraHi3auiHHoro ynpaBJiiHHa iH^opMauiHHOio 

6e3nexoio BpaxoBaHO y poGoii [40]. Abtop 3a3Hanae, mo oSMeaceHHa jjJia 

3a6e3neHeHHfl 3pocTaiOHHx bhmot Ha piBeHb iHtJjopMamHHoi 6e3nexH e HCjiocTaTHicTb 

HasBHoro HayKOBO-TexHinHoro 3a6e3neHeHHa (HT3). ^Jia 3a6e3neHeHHa HeoSxi/jHoro 

piBHfl 3axHmeHOCTi, HT3 noBHHHO BrnnoBi/jaTH ax /jHHaMiui iH^opMaiiiimoro 

cepe/jOBHina, Tax i jjHHaMim ynpaBJiiHHa CTpaTeriaMH iH^opMaiiiimoro 

npOTHCTOflHHs Y urn poGori 3a3HaHaeTbca, mo SaraTO i3 3anponoHOBaHHx Ha 

Cboro/jHimmH jjchb xoHijenTyajibHHX niaxofliB ao 31 HOcaTb He xoHxpeTHHH, 

3aranbHHH xapaxTep, Bi/jnoBmHO, jjjia 3a6e3neHeHHa MoacjiHBOCTi ix 3acTOcyBaHHa y 

CKJia/jHKx po3no/jijieHHx KIC bohh MaiOTb 6yni yromieHi Ta Bxa3am 3 ypaxyBaHHaM 

npoijeciB, mo Bi/jSyBaiOTbca b peajibHOMy cepeaoBHim iH^opMaiiiimoro 

npOTHCTOflHHfl. Abtop Bxa3ye Ha BmcyTHicTb CHCTeMaTHHHHx HayxoBO-MeToaHHHHx 

aocjiimxeHb b nm oSnacTi b axocri me ojihoto oSMeacyiOHoro (|)aKTop.

Y poSoTi [40] HaBe/jeHO (])0pMajii30BaHHH onne MeTOjjiB CHHTe3y i/jeajibHHx 

CTpaTeriii opram3ami ynpaBJiiHHa iH^opMamimoio 6e3nexoio b Moaenax irop aJis 

npHHHflTTfl pinieHb Ta, xpiM toto, cnociS ynpaBJiiHHa XBaHTyBaHHaM naxeTiB npn 

nepeaani mijiopMaiin, ynpaBJiiHHa BiaHOBJieHHa HinicHOCTi iH^opMami (ajiropHTM 

BHSopy meajibHOio CTpaTeri’i pe3epBHoro xoniiOBaHHa) i Meroa oijiHXH 

iH^opMauinHOi 6e3nexH b yMOB BipycHHX nporpaM.

.ZJocjiimxeHHa [9] ynpaBJiimia iH^opManiimoio 6e3nexoio pO3TJiaaae 

3fle6ijibmoro ax opram3aniHHHH nponec. Y 3B'a3xy 3 hhm, Ha ayMxy aBTOpa, 
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3aB/jaHHfl ynpaBJiiHHfl 3axHCT0M iH^opMaui'i MoacyTb 6yra BHpinieHi 

a/jMiHicTpaTHBHOio rpynoio (MeHe^acepH i a/jMimcTpaTopH 6e3nexH, a Taxoac 

onepaTopn). Abtop pO3raa/jae ynpaBJiiHHa 3axncTOM iH^opMauii, ax 3^iHCHeHHa 

KOHTpojiio 3a po3no^ijiOM iH(|)opMaun b xopnopaTHBHiH Mepeaci, 3a6e3neHeHHa 

i^yHKijioHajibHoi npaije3flaTHOCTi 3aco6iB 31, (Jrixcauiio no/jin, noB'a3aHHx 3 

nopyineHHAMH 31 Ta peajii3OBaHnx npH HbOMy (JjyHxijiH, a Taxoac nepio/jHHHe 

OHOBJieHHA iH^opMauiKHoi BZl 3axHCTy.

PoSoth [17, 39] npKCBaneHi aHajii3y ochobhhx HayxoBO-TeopeTHHHHx npoSjieM 

CHHTe3y a/janTOBamix chctcm i3 3a6e3neHeHHa iH^opMaijiHHoi 6e3nexH, a Taxoac 

nirraHHflM 3acT0cyBaHH8 hhx chctcm y KIC. y TjaHHx poSoTax ocoGjihbo 

ni^KpecjiioeTbca HeMoacjiHBicTb 3a6e3neHeHHa aScojnoTHoi 6e3nexH ax oxpeMHx 

KOMnoHeHTiB CHCTeMM, Tax i ii b ijijiOMy, ocxijibxn Syub-axHH 3axHCT Moace 6yra 

no/jojiaH npH Bi/jcyTHOCTi oSMOxenna b naci. .ZJouijibHO posrjia^aTH Jinnie jjeaxHH 

/jocTaTHiiK piBeHb 3axHiueHOCTi, b CTaHi axoro BapTicTb koto no/jojiaHHa nepeBHmye 

BapTicTb o/jepacyBaHoi npH ubOMy iH^opMauii. TenepiniHboro nacy iiepe3 Bejinxy 

cxjia/jHicTb i Baacxy (j)opMajii3OBaHicTb He B/jaeTbca ccjjopMyBaTH noxa3HHXH 

xijibxicHoi oijiHXH piBHa 3axHiijeHOCTi iH(j)opMaijiHHoi chctcmh.

y to ace nac CTyniHb pH3Hxy 3ajieacHTb Bi/j noxa3HHxiB uiHHOCTi 

iH^opMauiHHHX pecypciB, HMOBipHOCTi 3arpO3 i npocTOTH Bpa3JiHBOCTi, a Taxoac Bia 

efjieXTHBHOCTi 3aCTOCOByBaHHX 3aXO/jiB 3aXHCTy. C/JHHHM XOHTpOJIbOBaHHM 

(jjaxTopoM cepe/j BHiije nepenineHHx e Mipa 3axHCTy. B pe3yjibTaTi, onTHMajibHHH 

Bn6ip 3axHCHoro cnopa/jaceHHa Moace 3hh3hth pH3HX jjo npHHHaTHoro piBHa. 

Pe3yjibTaTH oijiHXH pH3Hxy cjiyacaTb ochoboio /jjia oSrpyHTyBaHHa BnSopy HaSopy 

3axo/jiB 3axHCTy chctcmh.

E(|)exTHBHicTb chctcmh 31 3ajieacHTb He Tijibxn Bi/j npo/jyxTiB Ta mcto/pb, njo 

3acTOCOByiOTbca, o6oB'a3xoBOio ’ll yMOBOio e Taxoac peryjiapHHH ayijHT chctcmh Ha 

HaaBHicTb Bpa3JiHBOCTeH Ta mohItopkht Tpa^)ixy 3 mctoio BHaBJieHHa noTeHHiHHHx 

3arpO3 Ta (])opMyBanna pexoMeHflaijiH /jjia ix ycyHeHHa.

nepejiineHi 3aco6n noBHHHi (|)yHXHioHyBaTH, B3aeMO^iiOHH 3 nepcoHaaoM 

cjiyacGn 6e3nexH KIC, aae bohh CTBOpioiOTb 3HanHi npoSjieMH /jjia npoBe/ieHHa 
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aHajii3y Ta onepaTHBHoro pearyBaHim Ha pi3Hi no3anrraTHi CHTyaijn 3i ctopohh 

a/jMimcipaTOpa 6e3neKH. Bi/jnoBi/jHO, motkjihbo 3 BneBHeHicTio roBOpHTH npo 

HeoSxiflHicTb aBTOMaTH3aijii npoijecy pearyBaHHa Ha BHHHKaiOHi iH^opManinHi 

3arp03H. ToMy nepe/j po3po6HHKaMH ctoitb aaB^anHa po3po6KH Ta (])opMa;ii3auii 

MO/jejien npHHHBTTfl pinieHb npo KJiacH^iKauiio iH(j)opMaiiiHHHx 3arp03 3a CTyneHeM 

lXHbo’i aKTHBHOCTi i He6e3neKH /jjm chctcmh i npo peajii3aijiio npoTHflii* ljhm norpo3.

y poGori [16] po3rjia/jaiOTbcs SaraTOKpHTepiajibHa MO/jejib ohIhkh 6e3neKH i 

Memod eudopy MWCMepestceeux eKpanie 3 BHKopncTaHHflM MeTO/jy hchItkhx 

MH02KHH, CHHTC3 ni/JCHCTCM aHaJli3y 6e3neKH iBHBBJieHHfl 3arpO3, a THKOHC MCTO/J 

pimeHHB irpH /jjm 6opotb6h 3 iH(jjopMaijiHHHMH 3arpo3aMH.

PoGoth [18, 39] npHCBaneHi npoSjieMaM a/janTHBHoro ynpaBJiiHHa 6e3neKOio b 

oSjiacTi 3axHCTy Bia HecaHKijioHOBaHoro /jocTyny. B ijhx poSoTax posTJianyTO 

pO3po6KH ni/jCHCTeM ynpaBJiiHHB 31, axi peajii3yiOTb napa/jnrMy a/janTHBHoro 

ynpaBJiiHHfl i BnxopncTOByiOTb HeaBHy KopucmyecuibHuybKy Modejib 06'exTa 

ynpaBJiiHHfl b rojiOBHOMy iihxjil Taxojx pO3TJiaHyTO mctojj, njo flO3Boaae Ha eTani 

npoexTyBaHHa bhshbhhth pauioHajibHHH cxjia/j Ta CTpyxTypy chctcmh 3axncTy 

iH(j)opMaHii, SKHH 3acHOBaHHH Ha MeTO/ji MimMaxcy, 3 3acTOcyBaHHaM noxa3HHxa 

/JOCSDKHOCTi XapaKTCpHCTHK «CTaJIOHHOl» CHCTCMH. TaXOJX pO3TJIfl/iaeTbCfl ciiociG 

3M1LHH CTpyKTyp i MO/JH^ixaH^iH CHCTCMH 31 B Had poSOTH, B SKOMy 

BHKopHCTOByeTbca xpHTepin MaxcHMajibHoro 36ijibnieHHfl noKa3HHKa 6e3nexH npn 

oSMeaceHi no BapTOCTi.

C-Jli/J Bifl3HaHHTH BHCOXy CKJia/JHiCTb (])OpMyBaHHfl «eTaJIOHHOl» CHCTCMH 

3axncTy Ha pi3HHX eTanax acmreBoro ijHXJiy C3I.

1.3 MeTO/tojioriHHa 6a3a oniHioBaiiHH iH(|)opMaiiiHHHX pH3HKiB

HayxoBa JirrepaTypa, HaijioHajibHi i MbxHapo/iHi CTaH/japTH npH,uijiaiOTb 

3HanHy yBary npoSjieMi ynpaBJiiHHa 3axncT0M iH^opMauii, njo noB'a3aHO 3 mnpoxHM 

BHKopHCTaHHAM iHcjjopMaijn b /jiajibHOCTi cynacHHx Kopnopauin.
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AHajii3 icHyiOHKx CTaimapriB b oGjiacii MeHe/pxMeHTy m^opMauiiiHOi 6e3nexH 

[18] noKa3ye, mo mctoio CTaimapriB e (jiopMyjiiOBaHHa 3arajibHHx xornjenijiH, a Taxoac 

eTaniB ynpaBJinma. O/jHax CTaH/japra He BH3iiaiiaion> xoHxperai nijjxomi /io 

npoijeciB ynpaBJiiHHB 6e3nexoio chctcm; bohh BCTaHOBmoiOTb (JjyHxijioHajibHi 

BHMora jjo 3aco6iB 3axnciy, ajie He npe/jCTaBJiaiOTb mctozih nopiBHajibHoro aHajii3y 

pi3HHx KOMnjieKciB 3aco6iB 3axHCTy /jjia BHSopy paijioHajibHoro BapiaHTa chctcmh 31.

Bnem BepHCTanH IL, BnaHK I. A., BiTJiiHCbKHH B. B., JlyMaH H.,MapxoBiij P., 

Haiir O. X., CaMyejibcoH II. i mini po3po6HJiH 3arajibHi npHHUHnH i iHCTpyMeHTapin 

ynpaBJiiHHB exoHOMinHHMH pH3HxaMH. MaTeMaraHHi mcto/jh i iHCTpyMeHTapin 

eKOHOMiKO-MaTeMaTHHHoro MOjjemoBaHHa npe/jCTaBJieHi b poSoTax Kneimepa T.B., 

KyjibGi B. B., MaTBiimyxa O. B., Cirana A. B. Ta mnmx cneijiajiicTiB. CTaTHCTHHHi 

MeTOJJH MOfleJHOBaHHfl MOTKyTb BHKOpHCTOByBaTHCfl /JJM BHBHeHHfl iHfjjOpMaijiHHHX 

pH3HKiB b noe/maHHi 3 He^JopMajibHHMH MeTO/jaMH flocjimaceHb [24]. YnpaBJiiHHa 

iH^JOpMauiHHHMH pH3HXBMH 3a yMOB HeBH3HaneHOCTi MOHCC 3/jiHCHIOBaTHCa 3 

BHKOpHCTaHHBM THyHKHX MeTO/jiB, TBXHX BX iHTepBaJIbHHH MCTO/J, HeiipOHHi Mepe)Ki, 

reHeraHHi ajiropHTMH, a Taxoac HeniTKi mhojxhhh Ta HemTxa jioriKa.

Han6ijibm BmnoBmHHM cyri noHJHTHM «iH(|)opManiHHoro pH3Hxy» e noHaira 

«3arpO3a 6e3nexH iii(])opManii». JlnnaeB B. B. BXJia^ae y noHaira «iH(|)opManiHHHH 

pH3HK» HacTynHoro 3MicTy: ue noTeHniima no/jia, axa pyimye HecaHxijioHOBaHy 

iH^opMauiio, cnoTBOpioe iH^opMaijiio, nopyniye ii xoH^meHniimicTb a6o 

aocTynHicTb.

IIpoSjieMH onimoBamia axocTi iH(j)opMaiin, a Taxoac HamimocTi anaparanx i 

nporpaMHHx 3aco6iB iH^opManiiiHHx chctcm po3rjia/jajiH y cboix poGorax 

BaiixejibT O., 3erama IL ,3,., Ctcht /J. I., OpaHxeH II. Ta m. axi /jo/jaTxoBO 

oSMeacyiOTb noHana iH^opMaijiHHoro pH3Hxy Ta BpaxoByiOTb TijibXH 3arpO3H 

iii(])opManinHoi 6e3nexH b xoMn'iOTepHHX CHCTeMax. IIpHXHJibHHxn Taxoro nmxo/jy 

/jo BH3HaneHHa «iH(|)opMaiiiHHHH pH3Hx», ax npaBHJio, e excnepTaMH b oGjiacri 31.

iHina rpyna i^axiBijiB ny iH^opMaijiHHHM pH3HXOM pO3yMie MoacjiHBOCTi 

OTpHMaHHa 36HTxiB, He/jooTpHMaHHa npHSyrxy i mini HeraraBHi HacjiyjXH ana 

ni/jnpHeMCTBa. IIpHXJia/iOM Taxoro niflxojiy e HacTynHe BH3HaneHHa M. Mypa: 
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«lH(|)opMauiKHi pH3HKM - ue He6e3nexa bhhhkhchhs 36HTxiB a6o luxo/jh b pe3yjibTaTi 

3acT0cyBaHH3 xoMiiaiiieio iH^opMauiHHHx TexHOJioriH. Ihhihmh cjiOBaMH, 

iH(|)opMaiiiKHi pn3KKK noB'a3aHi 3i CTBOpeHHAM, nepe/janex), 36epiraHHaM Ta 

BKKOpHCTaHHAM iH(])opMaiiii 3a /jonoMoroio ejieKipoHHKx HOciiB i imiiKx 3aco6iB 

3B'»3Ky» [23].

He/jojiixoM BHujeHaBeaeHoro BH3HaHeHHa e po3mhthh xoHTyp 06'exTiB, 

noinxo/pxeHHa a6o 3MiHa BJiacTHBOCTeii, axi npn3Be,uyTb /jo BTpaT BHacjii/jox 

pn3KKOBaHoi no/jii. HaBe/jeHe BHme BH3HaneHHa BHXjnonae 3 po3rjismy iH^opMauiHHi 

pK3HKK, axi MoacyTb 6yra noB'a3aHi 3 oi^opMJieHHflM /jOKyMeirriB, biijihbom 

Ki6ep3JiOHHHijiB Ha iH^opMaijiHHi pecypCH b pe3yjibTaTi ninHryHCbxoi a6o 

/jHBepciHHo’i /jifljibHOCTi Ta t./j. n.

Abtoph SaraTbox poSiT, 3OKpeMa M. Myp Ta /Jac. /Jjkohc, nicjia floxna^Horo 

aHajii3y /pxepeji pH3Hxy nponoHyiOTb CTBOpeHHa CBoei MO/jeni. 3ajie>xHO Bia Mera 

/jocjii/pxeHHfl Ta ^acepea pH3Hxy BHSnpaeTbca mcto/j MO/jejiiOBaHHa i piBeHb 

fleTajiisauii oG'exiiB i npoijeciB.

O/JHHM 3 pO3/jijliB MaTeMaTHKH, 3XHH 3HaHHIOB HIHpOXe 3aCTOCyBaHH3 B 

MO/jejnoBaHHi cxjia/jHHx CHCTeM, AKHMH e KIC, ije Teopia mhotxhh. Po3niHpHra 

MOJXJIHBOCli KJiaCHHHOl TeOpil MH07KHH flO3BOJiae TeOpifl HeniTXHX MH02XHH [34]. IIpH 

MO/jejnoBaHHi cxjia/jHHx CHCTeM jjouijibHO BHKOpHCTOByBara anapaT HeniTxnx 

MH02KHH /jjia po3no/jijiy 06'eKTiB Ha ni^MHO»HHH b yMOBax He/jocraraocTi 

iH^opMauii i BHna/jKOBOCTi npoueciB. IIpH jjocjiizpxeHHi iH^opMauiHHHX pH3HxiB 

Taxe 3aB/jaHHfl CTOira, HanpHXJiajj, nia nac BHpinieHHa 3aB/jaHHa Bi/jHeceHHa 

flOBijIbHOTO pH3HXy/JO MH03KHHH 3HaHHHX pH3HxiB y xoHxperain XOpnOpaTHBHiH 

CHCTeMi. MeTO/jH HeniTXHX mhotxhh i Henirxoi Jiorixn ^O3BOJiaiOTb BHXopHCTOByBara 

ax xijibxicHi, Tax i axicHi oijiHXH, OTpHMyBara iHTerpajibHi noxa3HHXH.

y poSoTi nponoHyeTbca pO3po6Hra Mexam3M OTpHMaHHa oijiHOx pH3Hxy, axHH 

3aMiHHB 6h MCTO/J npH6jIH3H01 TaSjIHHHOl OHiHXH pH3HXy CynaCHHMH 

MaTeMaTHHHHMH iHCTpyMCHTH.

OopMyBaHHa chctcmh MaTeMaraHHHx MO/jejien Ta Mera/jiB ynpaBJiiHHa 

iH^opMauiHHHMH pH3HxaMH rpyHTyeraca Ha HacTynHHx xoHuenTyajibHHx 
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nojioxeHHax:

- po3po6xa Ta 3acToeyBaHHa MeTO/jiB iaeHTH^ixaijii iH^opMauiHHHx 

pecypciB (axTHBiB) xopnopanji, axi MOTxyrb ctbth 06'exTaMH iH^opMauiHHHX pn3HKiB 

Ta 3arp03 hhm pecypcaM;

- po3po6xa i 3acT0cyBaHH3 mozicjicm xiabxicHoro aHajii3y i ouimoBaHHa 

(jjaxTopiB (ypa3JinBicTb, /jieBicTb 3aco6iB 3axncTy toiijo) Ta cnijibHoro piBHa 

iH(|)opMauiKHKx pH3KxiB 3 3acT0cyBaHH3M iHCTpyMeHTapiio HeniTKoi’ jiorixH;

- po3po6xa MaTeMaraHHHx MO/jejieii njo/jo exoHOMinHoro oSrpyHTyBaHHa 

e(j)eXTHBHOCTi BHXOpHCTaHHfl MexaHi3MiB (3aCo6iB) 3HH»eHHfl CTyneHS 

iH(|)opMauiKHKx pH3HxiB, 3a6e3neHeHHa BUjnoBUjHOCTi (JjyHxijioHajibHKM xpHTepiaM 

3axHiueHOCTi iH4)opMaiin(xoH4)ifleHiiiHHOCTi, ijijiicHOCTi, /jocTynHOCTi) Ta 3HH>xeHHa 

nOB'S3aHHX 3 HHX BTpaT (36nrxiB, hixo/jh) ni/inpHeMCTBy.

B iH03eMHHx MeTO/jHxax aHajii3y iH^opMauiHHHx pH3nxiB nacTO 

BHxopKCTOByiOTb MO/jejii oijiHXH pH3Kxy, axi 3acHOBaHi Ha Tpbox <j)axTOpiB: 3arpo3a, 

Bpa3JIHBiCTb, MOMCJIHBi 36htxh [38].

BHAijiajOTb HorapH ocHOBHi CTariM aHajii3y iH(j)opMaiiiHHHx pH3HxiB:

- i/jeHTH^ixauia xomhohcht: iH(j)opMaijiHHnx pecypciB i moxcjihbhx 3arpo3;

- oijiHxa nacTOTH no/jin motkjimbmx 3arpO3 nepe3 cxHJibHicTb pH3Hxy;

- oijiHxa BejiHHHHH motxjihbhx 36htx1b;

- pe3yjibTaT aHajii3y iH^opMauiHHHx pn3nxiB KIC 3BO/jHTbca jjo oijiHXH 

3arajibHoro piBHa iH^opMauiHHHx pH3HxiB y xopnopaTHBHiH CHCTeMi 3a nixajioio: C 

- «XpHTHHHHH», H - «BHCOXHH», M - «Cepe^HiH», L - «HH3bXHH».

IIponoHyeTbCfl 3acTOcyBara JiiHTBicTHHHHH niaxi/j jjo MO/jejHOBaHHa aHajii3y 

(jjaxTopiB iHijjopMaijiKHoro pH3Hxy. TaxHH niaxi/j 3a6e3nenye xijibxicHi onncH 

oxpeMHx ejieMeHTiB MO/jejii npH yMOBi HeniTXoi iH^opMaijn npo 3HaneHHa xpHTepiiB 

oijiHXH 4>axTopiB pH3Hxy, ix Hacjii/jxiB b yMOBax jjii areHTa 3arp03H, ajibTepHaTHBHHx 

HIJiaxiB /JJIfl yHHXHeHHfl HeraTHBHOTO BnJIHBy iH(|)OpMaHiHHHX pH3HxiB. Bi/jnOBUIHO 

/jo JiiHTBicTHHHoro ni/jxo/jy, ax 3HaneHHa xpHTepiiB Ta xapaxTepncraxH bvjhochh mdx 

hhmh jjonycxaeTbca He jiHme xijibxicHe oijiHiOBaHHa, aae h jiiHTBicTHHHe.

IIponoHyeTbca BHxopHCTOByBaTH inrejiexTyajibHi mctojjh b CHCTeMax 
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iHTejieKiyajibHo’i ni^TpHMKH /jjm onepaTHBHoro ynpaBJiiHHa iH^opManinHOio 

6e3neKOio b KIC: HeniTKHH bhchobok HucejibHoi oniHKii HMOBipHOCTi iH^opManiiiHKx 

aiax; 0praHi3yBaTH KJiacH^iKaijiio iH^opMani’i npo no/jiiB 6a3i 3HaHb; MO/jejib 

HeKTpajii3aijn 3arpo3; npHHHBTH pinieHHa npo BnSip onTnMajibHoro BapiaHTa 

pearyBaHHfl Ha no/jii y chctcmI iH(])opManiHiioi 6e3neKn.
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PO34IJI 2

MO^EJIB OIJIHKM PIBHfl IH<DOPMAIJliiHMX PM3MKIB Y CErMEHTI 

KOPnOPATMBHOI IHOOPMALIIMHOi CMCTEMM

2.1 MeTOAH ana.niiy Ta ouiHioBaHHfl 3axnmeHOCTi imjjopMauii

Mero/jn aHajii3y im^opMapi’i, i/jeHTH^ixapi’i aTax i npHHHaTTa pimeHb, mo 

BHROpKCTOByiOTbca b CHCTeMi 3axncTy imjjopMaijn, 3peniTOio BH3iiaiiaiorb 

ei^eKTHBHiCTb CHCTCMH 31.

OCHOBHHMH MCTO/jaMH meHTHf^ixaHH aTaK, mo BHXOpHCTOByiOTbCa B TBXHX 

CHCTeMax, e CTaTHCTHHiia CHCTeMa excnepTHHx ouiHOx [24] Ta mcto/J hchpohhoi 

Mepeaci [17].

CTaTHCTHHHHH MCTO/J 3aCHOBaHHH Ha CTaTHCTHHHOMy npHCTpOl, BXHH 

a/janTyeTbca /jo noBe/jiHXH BmnoBmHo‘1 oco6h. ^Jia kotkhoi o iH^opMauiimoro 

cyS'exTa (])opMyeTbca koto npoi^ijib b paMxax iH^opMauinHoi chctcmh, /jajii 

npOBO/jHTbca aHajii3 HaaBHOCTi Bi^xHJieHb (nuiaxoM nopiBmmmi 3 eTajiOHHHM) i npn 

BHBBJieHHi TaXHX 4)iKCyeTbCfl HaaBHiCTb HecaHKLliOHOBaHOl iH^OpMapiHHOl 

mmibHOCTi. nepeBaroio jjaHoro MeTO/jy e ymBepcajibHicTb CTaracTHHHHx McrouiB i 

BmcyraicTb HeoSxmHOCTi 3HaHb npo MoacjiHBi aTaxH /jjia npoBe/jeHHa aHajii3y. Ilpn 

UbOMy CKJia/micTio e HeBH3HaHeHicTb npH BH3HaHem rpaHHHHHx xapaxTepHCTHx 

napaMeipiB, axi Bi^CTeacyiOTbca, mo CTBOpioe TpyuHomi flJia ajjexBaTHoi’ 

meHTH^iKauii 3/jiHCHeHo‘i majibHOCTi ax aHOMajibHoi. Taxi mctojih BHaBJiaiOTbca 

HenpH/jaTHHMH AJia pearyBaHHa Ha HeBmoMi paHirne aTaxH.

Ha6ip npaBHJi, axi oxonjnoiOTb 3HaHHa excnepTa, cxjia/jaiOTb excnepray 

CHCTeMy. TaxHM hhhom, Bci 3HaHHa npo m^opMaijiHHi aTaxH no/jaiOTbca ax npaBHJia, 

axi, b cbok) nepry, 3anHcyiOTbca b BHTJiam nopa/jxy (nocnmoBHOCTi) ziiii, mo 

3acTOCOByiOTbca 3a HaaBHOCTi a6o peajii3ami‘ iHt^opMaijiHHoi 3arp03H. Excnepraa 

6a3a jjaHHx Taxo’i chctcmh noBHHHa yTpHMyBara 3Hamia (cueHapii) Bcix a6o 

Sijibmoio nacTHHH bvjomhx iH^opMapiHHHX 3arpO3 Ta bh/jIb aTax, xpiM toto,



35

HeoSxi^He nocTiiiHe OHOBJiemia. IlepeBaroio panoro MeToay e jjyace Mana KijibKicTb 

xhGhhx TpHBor, a hoto xjhohobhm He/jojiixoM - HC3paTHicTb pearyBara Ha nosBy 

HeBUjOMoi aTaKH, xpiM Toro, Bi/jOMa aTaxa, peajii3OBaHa 3 hcbcjihxhmh 3MmaMH, Moace 

npH3BecTH /jo Hee(|)eKTHBHoro cnpapbOByBaHHa chctcmh.

He3Ba»aiOHH Ha HaaBHi He/jojiixH, ctbthcthhhhh ni/jxip i aHajii3 

iH^opMauiHHoro npocTopy Ha ochobI npaBHJi BHXopHCTOByeTbca b GijibmocTi 

cynacHHx mcto/pb BHaBJieHHa aTax. O/jHax, 3pocTaiOHe xijibxicHO Ta axicHO hhcjio 

aTax Ta ix bh/pb npH3BO/jHTb jjo toto, mo HaBiTb 3a nocTiimoro OHOBJieHHa 6a3H 

/jaHHx excnepTHo’i chctcmh, Taxa chctcmb He rapaHTye noxpHTTa bcboto piana3OHy 

aTax.

HenpOMepeaceBKH nmxm, Ha Bi/jMiHy Bi/j excnepranx chctcm, po3BOJiae 

npOBO/jHTH aHajiiTHHHy poGoTy i BH3HaiiHTH BirniOBi/jHicTb HaaBHHx xapaxTepHcrax 

poGOTH CHCTCMH Ta THX, axi MCpOKB HaBHeHa pO3ni3HaBaTH, OHiHHBLUH HaaBHiCTb HH 

BmcyraicTb noTCHpinHOi He6e3nexH. HenpOHHi Mepeaci iipoxopaTb HaBnaHHa 

meHTH^ixaun 06'exTiB iipepMCTHoi oGaacTi Ha nonepe/jHbo c^opMOBaHin BnGipui, b 

npopeci axoro BmGyBaeTbca HajiamryBaHHa HenpoMepeaci mia pocarHeHHa 

3apoBijibHHx pe3yjibTaTiB po3ni3HaBaHHa. B Mipy npOBepeHHa aHaai3y, HenpoMepeaca 

HaSnpae pocBi/jy, mo poGnTb pe3yjibTaT pO3ni3HaBaHHa xopexTHiniHM. IIpH HbOMy 

HenpoMepeaca spaTiia no pe3yjibTaTaM BHBneHHa xapaxTepncrax i/jeHTH^ixyBaTH 

aTaxH i 3arpo3H, BiuMunri Bi/j thx, mo in 3ycTpmajiHca paHirne.

TexHOJioria a/janTHBHoro npo^imoBaHHa, pO3po6jieHa Ha ochobI pocjiipa<eHb 

iMyHHOl CHCTCMH JHO/JHHH, BHXOpHCTOByCTbCa pjia BHpilHCHHa npoGjICMH 3aXHCTy 

HaHBaacjiHBimnx iH^opMapinHHx pecypciB. Taxa chctcmb noxa3ye Bncoxi pe3yjibTaTH 

b TOHHOCTi BH3HaHeHHa MepeaceBHx aTax aGo HecaHxpioHOBaHHx pin [37]. TexHOJioria 

a/janTHBHoro npo(|)ijiK)BaHHa npamoe no/jiGHO 40 iMyHHoi chctcmI jho/jhhh, 

nonepe/jHbo BHBnaiOHH HOpMajibHy noBe/jiHxy popaTxiB (cnocTepiraiOHH npopec 

BHxoHaHHa xopy b HiTaTHOMy peacHMi b HOpMajibHO npamoiOHHx nporpaMax). ^ajii 

HaBHeHa chctcmb aHaai3ye npapmiOHy IC i Gy/jb-axi BmxHJieHHa b xoH^irypami, 

noMHJixH 113 i imm Bpa3JiHBOCTi i/jeHTH^ixyiOTbca panoi' TexHOJiorieio, i 

BmGyBaeTbca ix GaoxyBaHHa (npnnHHeHHa ix poGoth 3a ponoMoroio GaoxyBaHHa
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CHCTCMHHX BHKJIHKiB). Taxa TeXHOJIOrifl BKflBJiaeTBCS e^eKTHBHOK) JJJIfl 3aXKCTy 

cepBepHKx /jo/jaTKiB.

IIpoaoBHcyiOHM npoijec HaBnaHHa, CHCTeMa HaBnaeTbca p03ni3HaBaTK 

aonycTHMi 3m1hh /jo/jaTKiB, mo b xiHijeBOMy pe3yjibTaTi npH3BOjjKTb /jo MiHiMi3am‘i 

xkShhx cnpaijbOByBaHb. Tiana TexHOJioria BnaBJiaeTbca e^exTHBHOio /jjib 3axnciy ax 

buj Bi/jOMKx paHime, Tax i Bia HeBijjOMHx aTax, Ta HaBiTb y pa3i 3anin(j)poBaHOi 

iH(J)opMaiiii.

Hx CTaracTHHHHK, Tax i HCHpoMepoxcBHii mcto/jh MaiOTb ax nepeBarH, Tax i 

He/joJiixK. KpiM toto, Sarara ckctcm 3axncTy iH^opMauii Ta po3po6xn b aaniK rajiy3i 

e 3anaTeHT0BaHHMH npo/jyxTaMH iH03eMHKx xoMnaHiil, i3 3axpnTHM xojjom Ta 

HeBUJOMKMK MCTO/jaMH, 3aCTOCOByBaHHMH B /jaHKX CHCTeMaX.

3i cniB aBTOpa [20], MeTO/jojioriHHi i TexHOJioriHHi ochobk CTBOpeHHa 

iirrejiexTyajibHHx 3aco6iB 3ano6iraHHa xoMn'iOTepHKx aTax b KIC Bee me 

3Haxo/jflTbca Ha paHHm CTa/jii po3po6xH. Ha cynacHOMy eTani iH^opMaijiHHoro 

p03BHTxy CTOiTb rocTpa HeoOxi/jHicTb y po3po6ui xoMnjiexcHHx pinieHb njo/jo 

peajii3am‘i 3aco6iB oijiHxn i npOTH/ji’i noTeHuiHHO He6e3neHHHM no/jiaM, mo 

BmSyBaiOTbCfl b iHf^opMaijiHHiH Mepeaci, a Taxoac no ynpaBJiiHHio 3aco6aMK Ta 

MepeaceBHM oSjia/maHHaM.

Iln'raima ajjexBaTHoi oijiHxn CTyneHa 3axnmeHOCTi IC HeMHHyne npH 

CTBOpeHHi iH^opMauinHoi CTpyxTypH IC. OijiHxa CTyneHa 3axHmeHOCTi noBHHHa 

TaxoTK BpaxoByBaTH Taxi napaMeTpn, ax: BrnnoBi/jHicTb BHxopncTaHnx 3aco6iB i 

MexaHi3MiB 3axHCTy i piBHa icHyionnx pH3nxiB i 3arpO3; BH3HaneHHa HeoOxi/iHoro i 

flocTaTHboro piBHa 3axHnjeHOCTi b 3ajie?xHO Bi/j cepe/jOBnma (JjyHxmoHyBaHHa IC, 

cxjia/j xpHTepiiB mia ouiHxn 3axnmeHOCTi iH(|)opManiiinoi chctcmk. Tiani nHTaHHa 

p03TJimiaK)TbCJi b BejiHxin xijibxocTi poSiT, 3oxpeMa [17, 21, 33].

O/jhkm i3 xoHuenTyajibHHx 3aB/jaHb CTBOpeHHa ckctcm 31 e BnSip xpHTepiiB 

(4)OpMaJli3OBaHKX 3aXO/jiB OuiHXH) ^Jlfl BH3HaHeHHfl piBHa 3aXHmeHOCTi CHCTCMK. 

3a3BKHaii ni/j <^opMajii3OBaHHMH 3axo/jaMH MaiOTb Ha yBa3i cnociS oijiHXH «chjih» 

neBHo’i xapaxTepHCTHXK, a6o 3acHOBaHi Ha 3acTOcyBaHHi m«|)pOBoi nixajiH ouiHXH 

peajibHKx noxa3HHxiB ckctcmh [33]. I^ea oijiHXH piBHa 3axHmeHOCTi 3a /jonoMoroio 
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pa/jy KpHTepiiB 6yjia Bnepme 3anponoHOBaHO b IIoMapaHHeBiH KHH3i /jjia 

3acTOcyBaHHB /jo CYB^l Ta onepaniHHHx chctcm.

JIkujo niKajia KpHTepiiB oijiHKH CTyneHa 3axHnjeHOCTi IC c(|)opMOBaHa, to 

nOpiBHBHHfl pi3HHX CHCTCM 3aXHCTy 3/jiHCHIOeTbCa IHJiaXOM npOCTOrO nOpiBHBHHfl 

BijjnOBjzjHHX HHCJJOBHX nOKa3HHKiB JJJia KOaCHOl 3 CHCTCM. Taxi HIKaJIH KpHTepiiB 

cijiopMOBaHi jjJia oijiHKH KpHnTorpa^inHHX MexaHi3MiB i jjjia chctcm 

pa/jioejieKTpoHHoro 3axncTy, ojjHaK, y c^epi 3axncTy Bi_zj HecaHKuioHOBaHoro 

jjocTyny TaKa niKana Bjzjcyma.

Hk KpHTepii oijiHKH 3axHiijeHOCTi Bizj HecaHKijioHOBaHoro jjocTyny Moama, 

6yjIO 6 BHKOpHCTOByBaTH nOKa3HHKH iHTCHCHBHOCTi aTaK Ha CHCTeMy i HMOBipHOCTi 

ix peajii3aijn, po3paxoBaHo‘i b neBHHH npOMiacoK nacy, aue npoSjieMOio tbkhx 

noKa3HHKiB e ix anocTepiopHicTb, mo 3HHacye ix npaKTHHHy ijiHHicTb. /J,jia onmxH 

peajibHoi 3arp03H peajii3aijii aTaK HeoSxujHO 3acTOCOByBaTH mini KpHTepii, aid 

BpaxoByiOTb TaKi napaMeTpn, aK yMOBH BHKopHCTaHHa IC, KBajii^ixania 

KOpHCTyBaniB, 3acTOCOByBaHi TexHOJiorii o6po6KH i 3depiraHHa jjaHHX Ta iH. 

CKJia/jHHM nHTaHHSM e (jiaKTHHHO, He TijibKH KaTeropH3aijifl, a h hobhhh nepeniK 

motkjihbhx (|)aKTopiB, iijo MoacyTb 6yTH npHneTHi jjo peajii3aHii motkjihbhx 3arpO3 b 

CHCTeMi 31.

HanGi-Jibm e(|)eKTHBHHM jjaa npaKTHHHoi oijiHKH piBHa 6e3neKH chctcmh 31 e 

BHKOpHCTaHHA KpHTepiiB He anocTepiopHHx, a anpiopHHx KpHTepiiB. H,i KpHTepii 

MOTKyrb Gyrn Ha/jaHi hijiaxom nopiBHaHHa cncTeMH Ta i'i CTaHy 3 HaSopOM eTajiOHHHx 

npo(|)ijiiB jjjia cjiyadnaxHCTy. Ilpoi^ijii, axi 3a6e3neHyiOTb neBHHH piBeHb 6e3neKH, 

HeoSxijjHHH npn neBHHX yMOBax, BHKOpHCTOByiOTbca b axocTi eTajiOHHHx npo(|)ijiiB. 

TaKHM HHHOM, M07KCM0 CKa3aTH, IIJO JJBi CHCTCMH MaiOTb OJJHaKOBHH piBeHb 6e3neKH, 

aKiijo bohh peajii3yiOTb ojjhh i toh cbmhh HaSip 3axncHHx Mexam3MiB, aid MaiOTb 

ojjHaKOBy «cnjiy». OTace, CHCTeMa 1 Mae Gijibin bhcokhh piBeHb 6e3neKH, aKino 

«CHJia» xona 6 o/jHoro 3 peajii3OBaHHx Mexam3MiB 3axncTy BHiija, Hiac y Mexam3MiB 

chctcmh 2, ado aKiijo CHCTeMa 1 peajii3yBajia Mexam3MH 3axncTy, BijjcyTHi b CHCTeMi 

2 [33].

y poSoTi [11] aBTopoM 6yjia 3anponoHOBaHO HacTynHa (jiopMyjia, 3a 
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flonoMoroio axoi mo>kc 6yTH BH3HHHeHO iHTerpoBaHHH noKH3HKK 6e3neKH /via IC:

Z(T) = F[K,R(T)], (2.1)

jje K - noKa3HKK uijiicHOCTi oSjiixy mowihbhx CTpaTeriii aTaxn; R - noxa3HHx 

ei^eKTHBHOCTi 3acT0cyBaHH3 oGopohhhx CTpaTeriii, xoHCTpyxTHBHO 3aKJia/jeHHx y 

C3I y THMHacoBOMy iHTepBajii [0, T].

y BKnje BKa3aHiii poSoTi Ha ni/jCTaBi (|)opMyjiH 2.1 po3rjiaHyTi pi3Hi BapiaHTH 

(jjopMyBaHHA (JiyHKiiii F /jjis pi3Hnx iH^opMaijiHHHx cepe/jOBHiu i CHTyaijiH. OjjHax, 

cjiifl Bi/j3HaHHTH, njo b poSoTi He p03rjumaeTbC5i nHTaHHs peajibHoro BH3HaneHHS[ 

3HaHeHH3 noKa3HHKiB K i R. llpn ijbOMy ohcbhaho, njo BH3HaHeHHa ijhx noxa3HHxiB 

e HeTpHBiajibHiM 3aB/jaHHBM. HacraHa HeoSxi/jHoi iH(j)opMaijii‘, oneBH/iHO, motkc 

6yTH BH3HaneHa 3 npHBaTHHx HMOBipHOCTeii peajiisaun, po3paxoBaHHx jjjise pi3HHx 

3arp03.

TaKHM hhhom, MOTKiia KOHCTaTyBaTH, mo b poSoTi, njo p03rjumaeTbC5i He 

pO3KpHTO nHTaHHS MCTOJJHXH Ta KpHTepilB BH3HaHeHHfl piBHfl 3aXHIIjeHOCTi IC. 

OaKTHHHO, poSoTa He p03KpHBae nHTaHHfl, a jiHme (JjopMyjnoe 3arajibHy nocTaHOBxy 

3aB/jaHHfl, axe BHMarae pinieHHa.

Bi/jnoBUjHO jjo (jjyH/jaMeHTajibHHX poSiT b cijjepi ynpaBJiiHHa pH3HxaMH [14, 

23], aHajii3 pH3HxiB pexoMeHjjOBaHO npoBOjjHTH b HacTynHHx BHna/jxax:

- eyTTCBa 3MiHa b CTpyxTypi iH^opMauiHHOi chctcmh a6o i'l OHOBJieHHa;

- 3MiHa TexHOJioriH noSy/jOBH xopnopaTHBHoi chctcmh;

- peajii3aijia HOBHx//jo/jaTxoBHx ni/jxjiiOHeHb b xoMnaHii;

- (jjyH/jaMeHTajibHi 3m1hh b CTpaTeri’i i raxTHui Be/jeHHa 6i3Hecy b xoMnaHii;

- nnaHOBa a6o no3anjiaHOBa nepeBipxa ei^exTHBHOCTi C3I.

Bi/jnoBUiHO /jo BHiijeBxa3aHoi poSoth ynpaBJiiHHa pn3HxaMH cxjia/jaeTbca 3 

HacTynHHx eTaniB:

- oijiHxa moxcjihbhx BTpaT npH peajii3aHH pH3HxiB;

- aHajii3 motxjihbhx (noTeHijiHHHx) 3arp03 b jjaHOMy iH^opMauinHOMy 
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cepe/joBHmi;

- aHajii3 Bpa3JiHBOCTeK iH^opMaijiHHOi chctcmh;

- ao6ip 3axo/jiB Ta 3aco6iB 3axncTy, mo 3a6e3neHyiOTb cxoponeHHa pK3KKy 

/jo npuHHSETHoro piBHfl npn 3a/jaHHx ijiHOBHx oSMOxemiax.

Abtop poGoth [14] «ynpaBJiiHH3 pH3HxaMH» po3uimoe ax npoijec Bn6opy Ta 

peajii3am‘i KOMiuieiccy xoHTp3axo/jiB, 3/jaTHnx 3a6e3neHHTH HeoSxijjHHH piBeHb 

3axHmeHOCTi chctcmh BmnoBi^HO nonepe^Hbo npoBe/jeHoro aHajii3y pH3HxiB. 

BmnoBi^HO jjo AaHoi* poSoth, Ha xoaoriH CTam’i tkhttcboto mixjiy IC noBHHHi 6yra 

peajii3OBaHi Bi/moBi/jm xoHTp3axo/jH no pi3HHM acneKTaM 6e3neKH, a caMe:

- i^opMyBaHHfl nojiiraKK IB Ta BHeceHHa b He’i 3m1h;

- i^opMyBaHHfl i KOpHryBaHHfl perjiaMeHTiB poSiT, oScjiyroByBaHHa chctcm 

b noca/jOBHX iHcrpyxiiiax;

- 3acT0cyBaHH3 /jjia 3a6e3neneHHs im^opMauinHOi 6e3nexH jjo/jaTxoBHx 

nporpaMHO-TexHinHHx 3aco6iB 3axncTy.

3rmH0 poSori [23], npn npOBe/jeHHi ohIhxh pH3HxiB iH^opMauinHoi chctcmh 

noBHHHi 6yTH BpaxoBaHi Taxi (^axTOpH, ax:

- uiHHicTb iH^opMauiHHHX pecypciB, axi 3axHnjaiOTbca;

- OIjiHXa BeJIHHHHH 3HaHHMOCTi nOTCHHiHHHX 3arpO3 i HaaBHHX 

Bpa3HHBOCTeH;

- e^exTHBHicTb po3po6jieHHx paHinie (icuyiOHHx) i 3anjiaHOBaHHx 3aco6iB 

3axncTy iH^opMaui’i.

AHajii3 pH3HxiB BaacjiHBHH mia no/jajibinoi nopiBHajibHoi onjHXH pi3HHX 

mojkjihbhx BapiaHTiB peajii3aHii‘ chctcmh 3axncTy, mo ocoGjihbo BaacnnBO b 3B'a3xy 3 

nmBHmOHHMH BHMOraMH /JO C3I.

y MiacHapoflHOMy CTaimapTi ICO/MEK 15408 «3arajibHi KpHTepii ouinxH 

6e3nexn IT» Hrrxo CTpyxTypOBam i ci])opMyjibOBaHi bhmoth no m(|)opMaiiiHHoi‘ 

6e3nexn mia pi3HHx xjiaciB iHi^opMamHHHx chctcm. O/jHax, BO^Honac, hch aoxyMCHT 

He MiCTHTb MCTOZIOJIOrilO OIliHKH HHX XpHTepilB.

AHajii3 pi3HHX CTamjapTiB, npHHHaTHX b oSjiacTi ynpaBJiiHHa pH3HxaMH 

iH^opMauiHHOi 6e3nexn (ax iH03eMHHX, Tax i BiTHH3HaHHx), noKa3ye, mo m
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CTHH/japTH He MicTSTb ueaxi Ba^jiHBi /jeTajii MeTOuojiorii ouiHKH pH3HxiBj mia i’x 

ycniniHoro 3acToeyBaHHa Ha npaxTHui i’x HeoSxiuHO BKa3ara; noTpiSm Taxoac 

ao/jaTKOBi MeTOjjH ouiHKH, hjo BpaxoByiOTb cyrreBi axicHi Ta KijibxicHi noxa3HHKH.

BaacjiHBicTb i axTyajibHicTb (])opMyBanna HayKOBO-MeTOuojioriHHOi ochobh 

npoSjieMH ouiHKH 3axHHjeHOCTi iH^opMauii niuxpecmoeTbca b poGori [7].

Ilpouec pinieHHs npoGaeMH 3a6e3neHeHHa 3auanoro piBHa 3axHiueHOCTi MOTxna 

PO36hth Ha UBi 3auaui, axi MaiOTb Gyra BHpimeHi nocjiiuoBHo:

- ouiHKa b xijibxicHOMy BHpa3i piBHa 3axHnjeHOCTi iH^opMaui’i b cucTeMi;

- aHajii3 uaHHX i npHUHaira pinieHb npo HeoGxiuHicTb HajianrryBaHHa 

napaMeipiB i BJiacTHBOCTeii chctcmh 3axHCTy UJia niuTpHMKH HeoGxi/jHoro piBHa 

6e3nexH.

OueBH/jHO, njo ujia BH3HaHeHHa xijibxicHHx noKa3HuxiB xpHTepiiB piBHa 

6e3nexH HeoGxiuHO npHHHaTH pinieHHa npo HeoCxiuHicTb KopHiyBamia cxjiauy 

BJiacTHBOCTeu C3I, xpiM toto, HeoGxi/jHO ctokhth 3a /jHHaMixoio 3MiH b uaci 

iuzjHKaTOpiB piBHa 6e3nexH, axi 3acHOBaHi Ha 3MiHax 3OBHiniHix i BHyipiniHix yMOB 

IC.

iHCTpyMeHTH UJia ouiHKH napaMeTpiB piBHa 6e3nexH, a Taxoac ouiHKH icHyiOHHX 

pH3HxiB nopyuieHHa IB, noBHHHi uo3BOJiaTH GyayBaTH oG'exTHO-opieHTOBaHi 

cipyxiypHi Mouejii iHTejiexTyajibHo’i BJiacHOCTi, a Taxoac Mouejii pH3HxiB oxpeMHx 

cerMeHTiB KIC.

TaKHM HHHOM, MOTKHB, CKa3aTH, mo CTBOpeHHa i PO3BHTOK iHTeJieKTyaJIbHHX 

chctcm 3axHCTy iH(|)opMauii e cepHO3HOio HayxoBOio npoGjieMOio, axa BHMarae 

po3po6xH pauy MCTomB i MeTO/jojioriH, HayxoBO oGrpyHTOBaHHx Ta 3acTOCOBaHHx b 

paMxax CTBOpeHHa Teopii iHTejiexTyajibHo’i 6e3nexH.

2.2 OufruoBaHHfl piBiia pn3HKy iH^opMauiuHoi* chctcmh

CHCTeMa xopnopauii e cxjia/jHOio jiiouHHO-MauiHHHoi aGo TexHiuHOio couio- 

CHCTeMOio, axa BKiuouae b CBiu cxjiau iH^opMauiHHy cucTeMy ni/jnpHeMCTBa. ^Jia 
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flOCJliflXCeHHS TaXHX CKCTeM BHKOpHCTOByiOTbCfl pi3Hi THIIH MO/jejien. Ilpoijec 

(jjyHKijioHyBaHHfl KIC ni/jnpKeMCTBa 3/jiHCHJoeTbca b yMOBax npoinSopCTBa 

ni/jnpneMCTBa ax TexHinHoi i coijiocKCTeMH, 3 o/jHiei ctopohh, i KOHKypemiB, 

3JiOBMKCHHKiB, HeraTHBHHX BiuiHBiB npKpo/jK i iHiuHX 06'exTiB i sbhhj, 3 iHnioro 6oxy.

O/JHKM 3 pO3flijliB MaTeMBTHKH, »xi 3HaHIUJIH KIKpOXe 3aCTOCyBaHHfl B 

MO/jeJIIOBaHHi CXJia^HKX CKCTeM, e Teopifl MH02XKH. PO3KIKpKTK MOiXJIKBOCTi 

KJiaCKHHOK) Teopil MH02XKH /JO3BOJIfle TCOpiH HeniTKKX MH02XKH [14].

npK MO/ieJIJOBaHHi CXJia/JHKX CKCTeM JJOKijIbHO BKKOpKCTOByBaTK anapaT 

HeniTKKx MH07KKH /jjifl po3no/jijiy 06'eKTiB 3a niflMHoacHHaMHB yMOBax He/jocTaTHbo’i 

iH^OpMaui’i i BKna/JXOBOCTi npOKeciB. IIpH flOCJIWKCHHi iH^OpMauiKHKX pK3KxiB 

Taxe 3aB/jaHHB ctoitb, HanpKXJiaa, npK pinieHHi 3aB/jaHHa BUjHeceHHa jjOBijibHoro 

pK3KXy zJO MH02XHHH 3HaHKMKX pK3KxiB y XOHXpeTHiK XOpnOpaTKBHiK CKCTCMi. 

MeTO/JK HeHiTXKX MH07KKH i HCHilKOl JIOrixK /JO3BOJIBK)Tb BKXOpHCTOByBaTH flX 

xijibxicHi, Tax i axicHi okIhxk, OTpKMyBara iHTerpajibHi noxa3HKxn. Bohk HanSijibnie 

HiflXOflflTb /JJIfl poSOTK 3 eXCHepTHHMH OKiHXaMK.

npOHOHyeTbCfl pO3po6KTK MexaHi3M OTpKMaHHfl OuiHOX pH3KXy, SEXKH 3aMiHKB 

6h TaSjIKHHKK MCTO/J HpK6jIK3HOi‘ OIjiHXK pH3KXy CyHaCHKMK MaTCMaTKHHKMK 

iHCTpy MeHTBMH.

OopMyBaHHB CKCTeMK MaTeMaTKHHKx MO/jejieii Ta MeTO/jiB ynpaBJiiHHB 

iH^opMauiKHKMK pK3KxaMK rpyiiTycTbca Ha HacTynHKx xoHijenTyajibHKx 

nojiojxeHHBx:

- po3po6xa Ta 3acTOcyBaHHa MeTO/jiB i/jeHTH^ixaun iH^opMauiKHKx 

pecypciB (axTKBiB) ni^npHCMCTBa, axi MoacyTb ctbtk 06'exTaMK iH^opMaijiKHKX 

pK3KxiB Ta 3arp03 ijkm pecypcaM;

- po3po6xa Ta 3acTOcyBaHHa MO/jejieii xijibxicHoro aHajii3y Ta ouiHXK 

(jjaxTopiB (ypa3JiKBOCTi, jjieBOCTi 3aco6iB 3axncTy toujo) Ta 3arajibHoro piBHa 

iH^opMauiKHKX pK3KxiB 3 3acTOcyBaHHBM iHCTpyMeHTapiio HeniTxoi Jiorixn;

- po3po6xa MaTeMaTKHHKx MO/jejieii exoHOMinHoro oSrpyHTyBaHHa 

eijjeXTKBHOCTi BKXOpKCTaHHB Mexam3MiB CnOCoSiB 3HH»CeHHa iH^OpMauiKHKX 

pK3KxiB, 3a6e3neHeHHS[ BUjnoBUjHOCTi (jjyHxijioHajibHKM xpnTepiaM 3axKHjeHOCTi 
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iH(|)opMauii‘ (KOH^weHijiHHOCTi, njjiicHOCTi, /jocTynHOcri) Ta 3HinxeHHa noB'a3aHHX 3 

Hhx BTpaT (36htx1b, hixojjh) niunpueMCTBy.

y iH03eMHHX MeTOJJHKaX aHaJli3y imjjOpMaijiHHHX pH3HxiB BHXOpHCTOByeTbCa 

MO/jejib oijiHiOBaHHfl pH3KKy 3a TpbOMa 4>aKTopaMH: 3arpo3a, Bpa3JiHBicTb, BejiHHHHa 

MOJXJIHBHX 36HTXiB.

BimijIflJOTb HOTHpH OCHOBHHX XpOXH aHaJli3y iH(|)OpMauiHHKX pH3HKiB [14] 

I,ueHTH(j)iKaijifl xomhohcht:

iH^opMaijiHHi pecypCH (bxthbh) KOMnaHii, axi MoacyTb 6yra 06'exTOM pn3Hxy. 

3riflHO CTaH/japTy 6e3nexH ISO/IEC 27001: 2013 iH^opMauiHHHH bxthb npe^CTaBJiae 

coGok) MaTepiajibHKH a6o HeMaTepiajibHHii oG'oxt, akhh npe/jCTaBJiae coOoio 

iH^opMauiio a6o mIcthtb imjjopMaijiio, BHXOpHCTOByeTbCa mia 36epiraHHa a6o 

oGpoOxn iH(j)opMaiin i e hIhhhm /jjia ni/uipneMCTBa (opraHi3auii);

MomcjihbI 3arpO3H (xoMOinanii 3arpO3) axTHBy. .Haa ynpaBJiiHHa pn3nxaMH 

HeoSxi^HO i/jeHTH^ixyBaTH mojxjihbI He6e3nexn, axi sarpoTxyiOTb KIC. TaxHMH 

MOTKyrb 6yTH, HanpKXJia/j, CTKxiKHe jihxo, BUjxiiiOHeHHa ejicxTpo>xHBJienHa, aTaxa 

3JiOBMKCHnxa 3 pi3HHMH CTyneHaMH cxjia/jHOCTi Hacjii/jxiB.

OijiHxa nacTOTH no/jiii motkjimbhx BTpaT y pe3yjibTaTi /jii pK3nxy:

Mo>xjihbhh piBeHb chjih {Threat capability), 3 axoio areHTH 3arpo3K SyuyTb 

/jiara Ha axTHB. XlonycxaeTbca, mo jjeaxa nacTHHa nonyjiaijn areHTiB 3arpO3H e Gijibin 

3jjaTHOK) /jo BnjiHBy Ha bxthb, iHnia - mchhi 3/jaTHa [40]. npOBO^HTbca excnepTHe 

oijiHiOBaHHa piBHa 3arpO3 no HaOopy noxa3HHxiB, axi xapaxTepH3yiOTb MoacjiHBicTb 

flOCTyny nopyniHHxa BVjnoByjHoro xnacy iH(j)opMaijiHHHX pecypciB 3a HacTynHOio 

mxajioio:

TC VH - «ziy>xe bhcoxhh»;

TCH- «bhcoxhh»;

TC M- «cepeflHiH»;

TC_L - «HH3bXHH»;

TC VL - «ziy>xe hh3bxhh».

OnixyBaHa jjieBicTb 3aco6iB xoHTpojno (Control strength) npOTaroM 

Bi/jBe/jeHoro nacoBoro iHTepBajiy. B3aBiiiH 3a ocHOBy opieHTaiiiio Ha cepe/jHio 
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3^i6HicTb areHTiB 3apo3K, npHHMaeTbca 6a3OBKK piBeHb e^eKTHBHOCTi kohtpojiio 

[34].

^jia oijiHiOBaHHfl piBHs 3axHCTy BHKOpHCTOByeTbca Taxa niKajia: 

CSVH - «ay»e bhcokhh»;

CS_H - «bhcokhh»;

CS_M - «cepe/jHiK»;

CS_L - «HK3bKMK»;

CSVL - «ay>KC HH3bKHH».

Bpa3JiHBicTb pO3rjiaaaeTbca sek pe3yjibTaT BnjiHBy (jjaKTOpiB motkjihboto piBHa 

chjih 3arpo3H Ta /jieBOCTi 3aco6iB kohtpojiio [34] Ta oiiimoeTbca no niKajioio:

T FT/ - «^y»e bhcokhh»;

V_H- «bhcokhh»; 

V_M- «cepe,uHiK»;

V_L - «HK3bKKH»;

V_VL - «ay»e HH3bKHH». 

npKKJia^ 6a3n 3HaHb /jjis ohIhkh piBHs nyTJiHBOCTi HaBe/jeHO b TaSji. 2.1. 

Peajii3auii‘ 4)aKTopiB pH3HKy (areHTiB 3arp03n) b Meacax neBHoro nacoBoro 

iHTepBajiy.

TaGjimja 2.1 - OijiHKa piBHa HyniHBOCTi KOpnopaTHBHoi chctcmh

HyTJIHBiCTb

Moxjihbhh TCVH V_VH V_VH V_VH V_H VM
plBtllb CWJIW

TC H V VH V VII V M V M V L3arpo3n
TC_M V_VH V_H V_M V_L V_VL

TC_L V_H V_M V_L V_VL V_VL

TCVL V_M V_L V_VL V_VL V_VL

CSVL CS_L CS_M CS_H CSVH

flieBicTb 3aco6iB kohtpojiio

nifl i^aKTopaMH cjiifl po3yMira onnc raniB sjiobmhchhkIb, axi hbbmhcho a6o 

BHna/jKOBO, /jiflMH a6o 6e3/jiaabHicTio 3/jaTHi 3aB/jaTH 36HTxiB xopnoparaBHiH
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CHCTeMi [16].

OijiHKa nacTOTK peajii3auii‘ (jjaKTOpiB pK3KKy mo>kc npoBOjjHTHCA 3a niKajioio: 

TEF VH - «/jy»e BncoKa»;

TEF H - «BncoKa»;

TEF M - «cepe/jHfl»;

TEF L - «HH3bKa»;

TEF VL - «ay»e HH3bKa».

HacTOTa bhhhkhchha no/jin BTpaT - MO^jiHBa nacTOTa npOTaroM neBHoro 

iHTepBajiy, 3 akoio areHT 3arp03H HaHOCHTb niKO/jy aKTHBy, posrjiA^aeTbCA ak 

pe3yjibTaT BiuiHBy 4>aKTopiB hbctoth bhhhkhchha 3arp03K Ta Bpa3JiHBOCTi [16].

BHKOpHCTOByiOTbCfl HacTyimi oijiHKH piBHA nacTOTH no/jiH BTpaT 

iH(|)OpMauiKHKX aKTHBiB:

LEF VH - «ay>xe bhcokhh»;

LEF H - «bhcokhh»; 

LEFM - «cepe/jHiH»;

LEF L - «HK3bKMK»;

LEF VL - «ayA<e HH3bKHH».

npKKJia/I 6a3H 3HaHb /JJIA OIjiHIOBaHHA piBHA HaCTOTK BHHHKHCHHA nO/jiw 

BTpaT HaBO/JKTbCA B TaSji. 2.2.

TaGjiKijA 2.2 - OuimoBaHHA piBHA nacTOTH no/jin BTpaT BHacjii/jOK 

iH^OpMauiHHHX pH3HKiB

HacTOTa noain BTpaT

HacTOTa 
BUHUKHeHHM
3arpo3

TC_VH V_VH VVH VVH V_H V_M

TC_H V_VH VVH V_H V_M V_L

TC_M V_VH V_H V_M V_L V_VL

TCL V_H V_M V_L V_VL V_VL

TCVL V_M V_L V_VL V_VL V_VL

CS_VL CS_L CS_M CS_H CS_VH

^[ieBicTb 3aco6iB kohtpojiio
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3. OuiHlOBaHHfl BeJIKHHHH MO2KJIKBHX 36nTKiB:

- BH3HaHeHHS[ MO3KJIHBO1 fli! KO7KHOI O 3 areHTiB 3arpO3H iH(j)OpMaijiKHOMy 

aKTHBy;

- OuiHIOBaHHfl BCJIKHHHH KO1KHO1 3 MO2KJIHBHX (j)OpM 36HTKiB, HK1 IIOB'fl3aHi 3 

aicio neBHoro areHTa 3arp03n;

- OuiHIOBaHHfl BCJIHHHHH BCix MOMCJIHBHX 4>OpM 36nTKiB 3a niKajioio:

PLVH - «ay»e BejinKi»; PL_H - «BejiHKi»; PL_Sg - «icTOTHi»; PL_M - 

«cepe/jHi»; PL_L - «Majii»; PL VL - «ay»e Majii» 36htkk b BijjnoBi/jHKx rpomoBKx 

O/JHHHIJHX.

BK3HaHeHHS[ BeJIHHHHH MO7KJIMBHX 36HTKiB MO7KC npOBO/JKTHCS HJOflO SlOzJTKCTy 

KOpnOpaTHBHOl CKCTeMH 3 oSjHKOM BBpTOCTi iH^OpMaLjiHHHX aKTHBiB, BapTOCli 

penyraijii ni/jnpHeMCTBa, i TOMy no/jiSHe.

Pe3yjibTaT aHajii3y iH(j)opMaiiiHHKx pH3nxiB xopnopaTKBHoi chctcmh 

3BOJJKTBCB /JO OIjiHKlI CnijIbHOrO piBHfl iH^OpMauiKHOrO pH3HKy B KIC 3a HaBejjeHOio 

hhtkhc mxajioio: C - «kphthhhhh»; H - «bkcoxhh»; M - «cepe/jHiK»; L — 

«HH3bXKH» piBeHb iH(|)OpMauiHHKX pK3HxiB.

npHKJia/j 6a3H 3HaHb, axa motkc 6yra BHxopHCTaHa zijis ouimoBaHim cnijibHoro 

piBHB iH(j)opMaiiiHHoro pH3nxy, HaBO/jHTbca b TaSji. 2.3.

TaSjimia 2.3 - OijiHiOBaHHfl cnijibHoro piBHa iH^opManiiiHoro pH3Kxy

PiBeHb iH(])OpMauiHHHX pH3HKiB

BeJIHHHHH 
MO5KJIHBHX
36HTKiB

PL VH H H 3 3 3

PL_H M H H 3 3

PL_Sg M M H H 3

PL _M L M M H H

PL_L L L M M H

PL _VL L L L M M

LEFVL LEFL LEF_M LEFH LEFVH

HacTOTa ncmifi BTpaT
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2.3 Mo^ejiioBaHHfl BiuiMBy $aKTopiB iH^opMauiiiHoro pH3HKy Ha ocHOBi 

jiiHrBicTHHHoro niflxo/jy

nponoHyeTbca 3acTOcyBara JiiHTBicTHHHHH ni^xi/j /jo MO/jejHOBaHHB aHajii3y 

(jjaxTopiB iH(j)opMaiiiHHoro pH3Hxy[34]. TaxHH ni/jxi/j 3a6e3nenye xijibxicHi onncH 

OKpeMHx ejieMeHTiB MO/jejii npn yMOBi HeniTXoi imjjopMaijn npo 3HaHeHHB xpHTepiio 

oijiHKH (])axTopa pH3Hxy, ix Hacjii/jxiB b yMOBax flii* areHTa 3arp03K, ajibTepHaraBHi 

niJiaxH fljia yHHKHeHHB HeraraBHoro BiuiHBy iH(j)opMaijiHHHX pH3HxiB.

Bi/jnoBi/jHO jjo JiiHTBicTHHHoro ni/jxojjy, ax 3HaneHHa xpHTepiiB Ta 

XapaKTepHCTHKH BUJHOCKH MDK HHMH flOnyCXaCTbCa He JIHHie KijIbKiCHe OHiHlOBaHHfl, 

ajie i npono3Hijis[ Ha npupo/jHin MOBi. Ha ni/jCTaBi pO3paxoBaHHX 3HaneHb rpyn 

nOKa3HHKiB piBHS HaCTOTH nOfliH BTpaT iH(j)OpMailiHHHX aKTHBiB i BeJIHHHHH 

MOJXJIHBHX 36HTKiB B pe3yjIbTaTi iH^OpMauiHHHX pH3HKiB npOBO/JHTbCa OIjiHIOBaHHfl 

cnijibHoro piBHa iHcjjopMaijiHHHX pH3HxiB b KIC:

(2.1)

,ue y - oijiHxa piBHa hbctoth no/jm BTpaT iH^opMauiHHHx axraBiB; 

P - nonepe/jHbo oijiHeHa BejiHHHHa MOJXJiHBi 36htxh.

TepM-MHOMCHHa Bxi/JHHH 3MiHH01 /, IIJO e MH02XHH0K) CTynemB HaCTOTH 

BHHHXHeHHfl MOJKJIHBHX BTpaT, Mae BHTJISE/J:

ae LEF VH - «ay»ce BHCOxa» nacTOTa;

LEF H- «BHCOxa nacTOTa»;

LEF M - «cepe/jHB nacTOTa»;

LEF L - «HH3bxa iiacTOTa»;

LEF VL - «ziy>xe HH3bxa».

TepM-MHOMCHHa BxiflHoi* 3MiHHo‘i P, axa onHcye BejiHHHHy BTpara njo/jo
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Sio^TKCTy KIC, 3anncyeTbca y BKrjia/ji:

P = {PL_VH, PL_H, PLSg, PL_M, PL_L, PL_VL}, (2-3)

/je PL VH - «ay»e BejiHKa»; 

PL_H - «BejiHKa»;

PL Sg - «cyiTeBa»;

PL M- «cepe/jHB»;

PL_L - «Majia»;

PLVL - «ay»e Majia».

^jia oijiHiOBaHHfl Ta onpamoBaHHa jiiHrBicTHHHoi 3MiHHoi A peKOMeH/jOBaHO

CKOpHCTaTHCfl HIKaJIOlO 3 HOTHpbOX BKiCHHX TepMiB!

C - «KpKTKHHKH»;

H - «BKCOKHK»;

M - «cepeflHiH»;

L - «HK3bKKH» piBeHb pH3HKy.

TepM-MIIOTKHHa BHXiflHHH 3MiHH01 A npe/JCTaBJIfleTbCfl B BKEJISmi:

(2.4)

HacTynHHM eTanoM aHajii3y e (^opMyBaHHa chctcmh HeniTKKx 3HaHb /jjm 

BH3HaHeHHfl KOJKHOTO 3 piBHiB iH(|)OpMauiKHKX pH3HKiB.

BuKOpKCTOByiOHK [40], ccjjopMOBaHO HaSip BHpiniajibHHx npaBHJi, sxi 

peajii3yiOTb cniBBUjHonieHHa (2.1). Y Ta6n. 2.4 HaBe/jeHO TaKHH HaOip.

HacTynHHM KpoxoM e BH3HaHeHHa MaTeMaTHHHoi 4>opMH 3anncy BHpiniajibHHx 

npaBKJi 3a /jonoMoroio c|)yHKiiiH npnHajieacHOCTi /jjib BH3HaHeHHa piBHiB 

iH(|)opMauiKHKx pH3HKiB. HanpHKJiajj, BHpimajibHe npaBHJio /jjib BH3HaHeHHa 

iH(|)OpMauiKHKX pH3KKiB piBHfl M MO7KC 6yTH 3aiIHCaHO TaKKM hhhom:
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TaSjimja 2.4 - Ea3a 3HaHb /jjis BM3HaHeuns piBiia iH(j)opMaiiiHHnxpn3HKiB

HoMep
BHXiflHOl

K0M6iHaijn

Y3aranbHeHi 3HaHeHHS rpyn noK33HHKiB
3HaHHMiCTb

miy

BiixiflHa
3MiHHa

A

PiBeHb HaCTOTK 
BHHHKHeHHH MOXGUHBHX 

BTpaT

BejiHHHHa
MO7KJIKBKX
36llTKiB P

11 PLVH LEFM
12 PLVH LEFH ™ 12
13 PLVH LEFVH m is C
14 PL H LEFH m 14
15 PL H LEFVH m is
16 PL Sg LEFVH m 16
21 PLVH LEFVL m 21
22 PLVH LEFL m 22
23 PL H LEFL m 23
24 PL H LEFM m24
25 PL Sg LEFM m 25 H

26 PL Sg LEFH m 26
27 PL M LEFH m 27
28 PL M LEFVH m 28
29 PL L LEFVH m 29
31 PL H LEFVL m si
32 PL Sg LEFVL "1 32

33 PL Sg LEF L "1 33
34 PL M LEF L m34

35 PL M LEFM 1"35 M

36 PL L LEFM "136
37 PL L LEFH "137
38 PLVL LEFH "138
39 PLVL LEFVH "139
41 PL M LEFVL "141
42 PL L LEFVL "142
43 PL L LEFL "143 L
44 PLVL LEFVL m44

45 PLVL LEFL "145
46 PLVL LEFM m 46

HM(y,P) = m31[p.LEF-VL(y') * pPL-H(P)]Vm32[pLPP-yL(y) * fiPL-s3 (p)]V (2.5) 

m33[pLPP-L(y) * ^^(P)]Vm34[^ff-L(y) * pPL-M(p)]V 

m35[pLPP-M(y) * pPL-M(P)]Vm36[pLPP-M(y) * pPL-L(p)]V

m37[jiLEF-H (y) * pPL-L(P)]Vm38[pLPP-H(y) * pPL-^(p)]V

Vm39[pL£p^(y)*pPL^(p)], 

jje HM(y,P) - cjiyiiKuia npMiiajiOKHOCTi bkxvjhkk 3MiHHoi p 3HaHeHHflM M3
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HeniTKoro TepMa (2.4);

m3fc(/c = 1,9) - BaroBKH Koe^iijicHT jjjib BijjnoBijjHOi k -i KOMSiHanii; 

/iLEFj(y') - (jjyHKuia npKHajie>KHOCTi napaMeipa y HeniTKOMy TepMy left 

TepM-MHOTKHHM LEF (2.2);

pPLl(p} ~ 4)yHKiiis npHHajie^HOCTi napaMeipa p HeniTKOMy TepMy plt 3 

TepM-MHOTKHHH PL (2.3).

TaKHM HHHOM, BCfl 6a3a 3HaHb (])OpMyCTbCH 3 BHKOpKCTaHHflM eKCnepTHKX 

/jaHKX i BHBO/JHTbCfl CHCTeMB HeiHTKHX JIOriHHKX piBHBHb.

Pe3yjibTaTOM npe/jCTaBJieHoi KOHnennii Ta iHCipyMeHTapiio ouimoBaHHa piBHa 

nacTOTK no/jin BTpaT i BejinnKHK motkjihbhx BTpaT iH^opManinHnx aKTHBiB e 

JliHrBiCTKHHKK OnKC 3araJIbHOTO piBHfl iH(j)OpMailiKHHX pH3HxiB B KIC.

Eyjin 36yuoBaHi «a3boho» no/jiGm (JjyHxnii npnHajieacHOCTi TepMiB Bnxi/jHoi 

3MiHHoi A jjo MHOMaiHHoro nncjia (2.4) TepMa, napaMeipn axnx npejjCTaBJiem b TaGji. 

2.5:

14-

1 (2-6)

ae T - aoBijibHKK HeniTKKK TepM; a - xoeijrinieHT xoHijeHTpanii; b - xoe(|)iiiieHT 

xpyTOCTi; c - xoopjjHHaTa MaxcnMyMy (JjyHxnii, pT (c) = 1.

TaGjinijfl 2.5 - napaMeipn (JjyHxiiin iipnnajiOKnocTi TepMiB jjo tcpm-mhotkhhh

A

Ha3Ba
TepMa

tpyHKijia
npMHajiexHOCTi

napaMeipn

KoecjriijieHT
MaKCHMyMy c

KoecjriijieHT 
KOHijeHTpauii a

KoecjnuieHT
xpyTOCTib

L ^(x) 0 0,1 2

M /z2(x) 0,33 0,1 2

H /z3(x) 0,67 0,1 2

C M4(x) 1 0,1 2
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rpafjjiHHe no/jaHHA (jjyHKuii npHHajieacHOcri BHxijjHoi 3MiHHoi, 6a3K jiorinHoro 

BKCHOBKy npe^CTaBJieHi Ha pnc. 2.1 i 2.2 bvpiobvjho.

PucyHOK 2.1 - rpai^iKH (jjyHKuiii npHHajie)KHOCTi noKa3HHKa piBHa iH^opMauiHHHX 

pH3HKiB B KIC

loss magnitude loss freaquency

PucyHOK 2.2 - TpaijjiHHe ysBJicmui chctcmh HeniTKoro BHCHOBKy noKa3HHKa piBHa 

iH(j)OpMaijiHHHX pH3HKiB

Hk npHKJia/j pe3yjibTara npoBe/jeHHX jjocjii/jaceHb /via Tpbox npoMHCJiOBHX 

nijjnpHEMCTB, HJOflO OIjiHlOBaHHfl piBHfl iH^OpMauiHHHX pH3HKiB B KIC npe/JCTaBJieHi 

b Ta6ji. 2.6.
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TaSjimia 2.6 - OijiHKa piBHa iH(jjopMaijiHHHx pn3KKiB

Ha3Ba
nianpueMCTBa

BeJIKHKHa MOXJIHBHX 
36nTKiB

PiBeHb HaCTOTH 
MO7KJIHBHX BTpaT

PiBeHb
iH(])OpMauiHHHX

pH3HKiB
nianpueMCTBO 1 PL M

0,4012
LEF L
0.3545

M
0,3751

nianpueMCTBO 2 PL Sg
0,5971

LEF M
0.5799

H
0,6348

nianpHCMCTBO 3 PL Sg
0,5991

LEF M
0.4376

H
0,6252

nianpHCMCTBO 4 PL P
0,7749

LEF L
0.1740

H
0,6109

Hk bhjjho 3 TaSji. 2.6, /jjia Ili/inpHeMCTBa 2, ni/jnpHeMCTBa 3 i Ili/inpHeMCTBa 4 

3HaHjjeHHK piBeHb imjjopMaijiHHHX pK3HKiB Bi/jnoBUjae ouimji «bhcokhh», /jjm 

Ili/inpHeMCTBa 1 - «cepe,uHiH».

3a pe3yjibTaTaM ohIhkh (jjaicropiB iH(|)opMaijiHHHx pK3KKiB motkc 6yTH 

npHHHflTO pimeHHfl npo MCTO/JM 3HH»eHHS piBHfl iH(|)OpMauiHHHX pH3HKiB Ha 

ni/jnpHeMCTBax. HanpHKJia/j, Ha ni/jnpneMCTBi 3 HeoSxi/iHO npHHHSTH jjo/jaTKOBi 

3axo^H njo/jo nujBHnjeHHfl piBHs /jieBOCii 3aco6iB 3axHCTy,ocKijibKH bhcokhh piBeHb 

Bpa3JiHBOCTi 6yB BHKJiHKaHHH caMe He/jojiixaMH po6oth hhx pecypciB i ix 

HeBUjnoBUjHOCTi BHCOKOMy piBHio 3arpO3 iHijjopMaiiiHHiH 6e3neui ni/jnpHeMCTBa.

Mo>KHa 3po6HTH BHCHOBOK, HJO nO/jiSHa MO/jeJIb OijiHKH 3araJIbHOrO piBHfl 

pH3HKy rayHKa i a/janTHBHa i motkc 6yni HajianiTOBaHa y BijjnoBi/jHOCTi jjo OTpHMaHoi 

6a3H 3HaHb.



PO34IJI 3

MO^EJUOBAHHH CMCTEMM 3AXMCTY IHOOPMAyil 

npoMMCJioBoro ni^npneMCTBA
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3.1 IIo6y/ioBa Mo/jejii chctcmh 3axHCTy iH^opMaijii

nifl Mo/jejijiio 3axHCTy iH^opMapii MaeTbca Ha yBa3i onnc (npejjCTaBJieHHH b 

<^0pMajii30BaH0My a6o He(|)opMajii3OBaHOMy BHrjia/ji) BHKopHCTOByBaHoro b C3I 

KOMnjieKcy anaparanx Ta nporpaMHHx 3aco6iB Ta 3axo/jiB 3axHCTy opraHi3auiHHoro 

xapaKTepy [21]. Mo/jejib 3axHCTy iH^opMauii e (JjyH/jaMeHTOM /jjm po3po6Kn 

6e3nocepe/jHbo C3I.

KopnoparaBHa iH^opMauiHHa CHCTeMa - ue KOMnjieKC anaparanx 3aco6iB 

(cepBepa Ta cepBepHe oSjia/jHaHHa, poGoni CTaHijii, xanajiH 3B'a3Ky Ta m), xaHajiiB 

3B'»3Ky Ta nporpaMHoro 3a6e3neHeHHa /jaHo’i chctcmh. Y3arajibHioK)HH 

HanpaijiOBaHHfl, 3po6jieHi b cynacHHx KOHpenpiax noGy/jOBH C3I [39], motkhh 

3po6HTH BHCHOBOK, HJO /JJIfl CTBOpeHHfl C([)CKTHBHO1 CHCTCMH 3aXHCTy iH^OpMapil 

BajKJiHBO npn po3po6pi /jOTpHMyBaTHca pa/jy kjhohobhx npHHijHniB, a caMe:

KOMnjieKCHicTb Ta y3ro/jaceHicTb - noGy/jOBa chctcmh 3axncTy iH^opMapii’ 

npHnycxae 3acTOcyBaHHB /jocTarabO niHpOKoro cneKTpy iHCTpyMeHTiB Ta mctozHb 

3axHCTy, npn ijbOMy BaacjiHBO ni/jTpHMyBara pijiicHicTb chctcmh i yHHKara «cjia6KHX 

Micijb» y B3aeMO/ji‘i OKpeMHx KOMnoHeHTiB chctcmh;

/jH^epeHuiauia - kotkch piBeHb 3axncTy Mae pospoGjiaraca 3 oGjhkom 

piBHfl Ba^KJIHBOCTi i KpHTHHHOCTi iH^OpMapil i HMOBipHOCTi nOTCHUiHHHX 3arpO3 

(ouiHKH noTeHpiHHHx arax);

jjocTaTHicTb MexaHi3MiB 3axncTy - Mae Ha yBa3i ouiHKy cniBBUjHonieHHa 

BHTpaT Ha CTBOpeHHfl i niflTpHMKy CHCTCMH 3aXHCTy iH^OpMapil Ta MO^CJIHBOl HIXOJJH. 

IIpoaHajii3yBaBniH mojxjihbI hijibxh peajii3aHi'i 3arp03 (3/jiHCHeHHa 

HecaHKnioHOBaHoro jjocTyny /jo iH^opMaijiHHoro cepe/jOBHiija) Ta rpyHTyiOHHCb Ha



53

Bniue3ra/jaHnx npHHUHnax opraHi3anii‘ chctcmh iH^opMaijiHHOi 6e3nexH, 

3anponoHOBaHa MO/jejib C3I, sxa po3po6jieHa y BHrmmi TpncTOpOHHboi cxeMH:

- KOp/jOH: nepHMeTp 06'exTa 3axnciy : Ha6ip (JjyHxijioHajibHHx nmcHCTeM, /jo 

CKJia^y SEXHX BXO/JHTb 3aXHCT IC Bifl 30BHiniHix 3arpO3 i pyHHiBHHX jxiil 3JIOBMHCHHXiBj

- KOp/jOH: nepHMeTp cerMemy Mepejxi: HaSip (JjyHxijioHajibHHx nmcHCTeM, 

mo 3a6e3nenyjOTb 3axHCT buj Bi/maJieHHx Ta MbxcerMeHTHHx aTax;

- KOp/jOH: BHyTpiniHiH nepHMeTp : HaSip (JjyHxnioHajibHHx nmcncTeM, 

3aB/jaHHBM bkhx e 3axHCT imjjopMaijiHHoro cepe/jOBHiija oxpeMHx IIK Ta cepBepiB.

Abtop po6oth [33] 3a3Hanae, mo b yMOBax p03BHTxy 3aco6iB iH^opManiHHHx 

Hana/jiB i 3acToeyBaHHfl riSpH/jHHX aTax, mui ei^exTHBHoro 3axncTy iH^opManiiiHoro 

cepe/jOBHina HeoSxmHe 3acToeyBaHHS[ SaraTopiBHCBOi, emejiOHOBaHOi chctcmh 

3axncTy iH<i>opMaiiii.

CxeMa 3anponoHOBaHoro TpHCTOpOHboro 3axncTy HaBe/jeHO Ha pnc. 3.1.

PncyHOx 3.1 - Tpnxop/jOHHa MO/jejib C3I (cTpijixn Bxa3yiOTb Ha 30BHiniHi Ta

BHyTpinmi 3arpO3n)

TaxHM hhhom, po3po6jieHa MO/jeJib C3I 6yue BXjnonaTH TpnxoMnoHeHTa:

- MO/jejib oxopOHH nepHMeTpa 06'exTa 3axncTy;

- MO/jejib 6e3nexH MepoxeBoro cerMeHTy;

MO/jejib 3axncTy BHyTpiniHboro cerMeHTa (IIK i poSonnH cepBep).

JJjIS X07KH01 3 pO3rJIBHyTHX MOK, 3aJIOKHO BUJ CTyilCHH XpHTHHHOCTi 
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o6po6jiK)BaHOi b mil incjjopManii, axa ni/juarae 3axncTy, MO/jeub 6yne BXJiionaTH b 

ce6e N MOp^ojioriHHnx MaTpmjb (MO/jejib piBHs N).

3aB/jaHHflM ynopa/jKyBaHHfl i chctcmhoi opraHi3aijn iH^opMani’i e 3MeHineHHa 

HeBH3HaHeHOCTi b nponeci npHHHflTTa pinieHb npo cxna/j ckctcmh 3axnciy 

imjjopMaijii, axa ipynTycTbCH Ha in(])opManii npo MoacnnBi noTeHijiHHi 3arp03n b 

/jaHOMy KOHTypi i /jaHOMy iH(|)opMaiiiHHOMy cepe/jOBnnji Ta Bi^noBiflHnx ijhm 

3arp03aM HeoSxijjHnx Sap'epiB.

TaKHM hhhom, mbiohh BnopsflKOBaHy iH^JOpManiio npo noTeHninHi 3arpO3n i 

/jocTynHi 3aco6n peajii3anii‘ 3axncTy, rpyHTyiOHHCb Ha neBHnx npone/jypax, 

BHpoGjiaeTbca SaraTOKpnTepiajibHe nopiBHAHHa ajibTepHaTHBHnx peajii3anin 3aco6iB 

3axncTy. Pe3yjibTaTOM Taxoro nopiBHAHHa e BnaBJieHHa cepe/i HasBHoi ni/jMHOxcnHH 

HanKpanjoro (HanSiubin eijiexTHBHoro i Bi/jnoBUjHoro oGmokchhhm no pecypcax) 

BapiaHTy peajii3anii 3axnciy iH^opMauinHoro 06'exTa.

3.2 Peajii3auin Monejien npoTnnn 3arpo3aM iH^opManinHin 6e3neni b 

yMOBax HeBH3HaHeHOCTi

IIJo6 npoaHajii3yBaTK npoijec nprauuiTDi pinieHb no npora/jn 3arpO3aM, 

p03rjMHeM0 xijibxa TnnoBnx Bn/jiB iH^opManinHnx aTax: MbxcerMeHTHa aTaxa, 

3OBHiniHfl aTaxa nepe3 Tonxy 6e3^pOTOBoro jjocTyny, 30BHiniHa aTaxa iiepe3 

nepHMeTp nepe3 BncoxoniBnaxicHnn xaHaji /jocTyny.

IIpHHHflTTfl pinieHb y Bnnajjxy noTeHninHO motkjihbo! MbxcerMeHTHoi aTaxn. 

npe/jCTaBHMO MO/jejib npoTnuii ax 3B'a3aHHK rpa(j) (pnc. 3.2), 

jje Un — ije BapiaHTH pearyBaHHa, Vn - BapiaHTK pe3yjibTaTiB npn peajii3aijn 

npoTHflii’ 3arp03aM. OyHxijbi peajii3aiiii, axa Bi/jnoBi/jae ^amif MaTpniji, 

npe/jCTaBJieHa b TaSji. 3.1.
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PucyHOK 3.2 - Tpa(|) 3B'a3Ky BapiaHTiB pearyBaHHs i pe3yjibTaTiB

TaSjimja 3.1 - OyHKuia peajii3aijn

u
z

pm pm pm pm pm pm
U1 cm cm cm cm cm cm

U2 cm cm cm cm cm cm

HacTyimi BapiaHTK Bi/jnoBUji HaBe/jeHO b TaSjiHiji hhtkhc: 

U1 - 3aBepmye ceaHC 3 aTaKyiOHHM By3JiOM;

U2 - Ha/jCHJiaHHB rionepe^TKenHa KopHCTyBaneBi a6o 3MeHnieHHa npiopHTeiy 

KOpHCTyBana.

OljiHKa MO7KJIMBHX pe3yjIbTaTiB npOBOJJKTbCfl Bi/jnOBUJHO /JO CyMH MOJKJIHBMX 

36nTKiB b pe3yjibTaTi peajii3aijn (jjyiiKniH 3axHCiy:

C(Vi) - 6e3 yniKO/pxeHb;

C (V2) - He3HaHHi 36htkk (36htkk KOpHCTyBaneBi); 

C(V3) - cepe/jHB niKO/ja (niKO/ja CHCTeMi);

C (V4) - MaxcHMajibHa niKoaa, HaHeceHa CHCTeMi b pe3yjibTaTi 3jjiiicHeHHS[ 

aTaKH.

IIpK Bn6opi BapiaHTa pearyBaHHa Ur i3 HMOBipHicTio (1 — Pa) 6yue OTpHMaHO 

cepe/jHio niKoay, ockuibkh b bkoctI aTaKH npHHHBTO npH CTaH/japTHOMy poKHMi 

Po6oth Mepexci HeHaBMHCHi niKijjjiHBi biijihbh Bia KOpHCTyBana a6o noMHJiKOBe 
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p03ni3HaBaHHfl sek aTaKH CHTHajiiB 3 ceHCOpiB.

Peajii3auia BapiaHTa pearyBaHHs (xepyiOHoro BnjiHBy) U2, motkc mbth Tpn pi3Hi 

BapiaHTK pe3yjibTaTy. -Akiijo no/jii, po3ni3HaHi sk aHOMajibHi, /jiHCHO e aTaxoio, to 3 

HMOBipHicTio Pa 6yue peajii3OBaHa MaxcHMajibHa nixo/ja npn Bi/jcyTHOCTi SnoKyBaHHa 

aTaxyiOHOi ail. Y BunajjKy, hkiho p03ni3HaHa aHOMajibHa no/jisE Majia npHHHHOio 

noMHJiKOBi flii* KOpHCTyBana, to hikojjh He 6yue (bohb Gy/je jjopiBHiOBaTH Hyjno). 

-Akiijo KepyiOHHH BnjiHB 6yue peajii3OBaHO BHacjii/jOK noMHJiKOBoro p03ni3HaBaHHa 

cnrHajiiB sek aTaKH i KopHCTyBaneBi 6yue Bi,unpaBJieHO nonepejE>Kenna i 3hh5kchhh 

koto npiopHTeT - 6yue aaimaiio He3HaHHoi hikojjh KOpHCTyBaneBi. B ocTaHHix jibox 

BapiaHTax HMOBipHOCTi pe3yjibTaTiB CKJia/jyTb o/jHy i Ty 5K BejiHHHHy (1 — Pa)/2.

IlicjisE HHcejibHHx p03paxyHKiB OTpHMyeMo:

- npH Pa = 0,238 MiHiMajibHe 3HaHeHHSE pijibOBoi (jjyHKiiii* jjocaraeTbcs npn 

BnSopi ajibTepHaTKBH U2 :J(Ultz) = 0,381, J(U2,z) = 0,276;

- npH Pa = 0,57 MiHiMajibHe 3HaneHHSE uijibOBOi (jjyHKixii /jocaraeTbcs npn 

BHSopi ajibTepHaTHBH : J(Ultz) = 0,215,/(l/2,z) = 0,5915;

jUjise HHcejibHHx pospaxymciB SyjiH npHHHirri 3HaHeHH» C(Vi) = 0, C(V2) = 

0,1, C(V3) = 0,5, C(V4) = 1.

IIpHHHflTTfl pinieHb njo/jo pearyBaHHSE y pa3i noTeHHiiiHO moxcjihboto 

3OBHiniHboro BToprnenns no pajjioKaHajiy (Wi-Fi, Wi-MAX3'cjjnanna).

jUjise peajii3aHH 3OBHiniHboro BTOpraeHHa b /jaHOMy BapiaHTi aTaKH, 

3JiOBMHCHHKy HeoGxi/jHHH ziocTyri /jo 6e3/jpOTOBoro a/jamrepy i HeoOxi/iHO, njo6 BiH 

3Haxo/jHBCSE b pa/jiyci jjii 6e3jjpoTOBoi Mepead. Ha Bi/jMiHHy Bi/j araKii 3a jjonoMoroio 

npoBijjHoi JiiHii, mbgmo Gijibin BHCOKin CTyniHb 3arpO3H i MOJKJiHBicTb HaHeceHHfl 

MaKCHMaJIbHOl hiko/jh.

06'eKTOM, cxHJibHHM /jo aTaKH, b /jaHOMy BHna/jKy, e tohkb /jocTyny. /Xjise 

3a6e3neHeHHfl 3axHCTy BHKOpHCTOByiOTb chctcmh WIDS (chctcmh BHBBJieHHa 

6e3/jpoTOBHx aTax), ochoboio poSoth sekhx e CHraaTypHHH aHajii3 i KOpejiauis 

noBe/jiHKH. nomi 6e3neKH (BHpoOjieHim Kepyionoro BnjiHBy Ha iH^opMauinHy 

CHCTeMy) reHepyiOTbca npH BHBBJieHHi Bi/jxHJieHim napaMeTpiB tohkh jjocTyny, mo 

/jiarHOCTyeTbca Bia 3a/jaHHx.
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OopMycTbca 3a3aajieri/jb BH3HaHeHKH (eTajiOHHHii) MepoxcBHH npo(|)ijib,sukuk 

BKJiiOHae ni/jTpHMyBaHi CTaH/japTH, 3acTOCOByBaHi MepoKeio npOTOxojiH, 

BHKOpKCTOByBaHy nojiiTHKy ipa^ixy i ctbh (Jhskhhkx i xaHajibHHX piBHiB nepe/jani 

/jaHHX, axi nociiKHO BijjCTOxyiOTb:

- /jonycTHMy xijibxicTb ni/jxjiiOHeHb /jo tohxh jjocTyny;

- axicTb cnrHajiy;

- KijibxicTb nepe^aHHx Ta npHHHATHx iuhpokomobhhx naxeTiB;

- nacTOiy i xiabxicTb noBTopHKx nepe/jan naxeTiB;

- Bi/jcoTxoBe cniBBiflHonieHHs ijijiicHHx i (|)parMeHTOBaHnx (JjpeiiMiB;

- napaMeipn nepe/jani /jbhkx (niBH/jxicTb i Ti 3m1hh);

- BHHHXHeHHB i hbctotb noMKJiox xompojibnoi cyMH npn nepe/jani naxeTiB;

- BKxopHCTOByBaHi /pis noBUjOMJieHb aBTeHTK^ixaui‘1 MAC-aapecn;

- 3acTOCOByBaHi npn nepe/jani zjaiinx TexHOJiorii aBTCHTM(J)ixanii i 

niK^pyBaHHB.

^jia peajii3aui‘i 3axncTy iH^opMaijii npone/jypH pearyBaHHa noBKHHi 6yra 

c<j)opMOBaHi TaxHM hhhom, njo6 6yjia MaxcKMajibHO 3HM>xena MOJXJiHBa nixo/ja ax Bia 

peajii3aijn BTopmeHHa, Tax i Bi/j moskjikboto 36010 B3aeMO/jii nepe3 Tonxy /jocTyny.

Mo/iejib npoTHflii’ b rpa^inHOMy Bnrjia/ji npe/jCTaBJieiia Ha pnc. 3.3, a 

BiflnoBi^Hi /jamii MO/jejii (jjyHxijii peajii3apii - b Ta6jiHiji 3.2.

PncyHOx 3.3 - Tpa(|) 3B'a3xy BapiamiB pearyBanna i pe3yjibTaTH
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TaGjnma 3.2 - OyiiKnia peajiisauii

u
z

pm P(z2) P(z3) pm pm pm pm pm pm pm) pm) pm)
U1 C(P1) C(V3) era cm cm cm cm cm cm cm cm cm
U2 C(P1) C(P1) C(V2) cm cm cm cm cm cm cm cm cm
U3 C(Vi) C(Vi) cm cm cm cm cm cm cm cm cm cm

MaeMO HaciynHi BapiaHTH xepyiOHHx biuikbIb (pearyBaHHs chctcmh): 

U1 - SjiOKyBaHHB tohxh jjocTyny;

U2 - 3/jiKCHeHHfl DOS-aTaKH Ha CTaHijiio, mo peajii3ye aTaxy;

U3 - BUjcyrHicTb pearyBaHHfl.

PO3nO/jijIHMO no BCJIHHHHi MO7KJIHBO1 HIXOJJH HMOBipHi pe3yjIbTaTH KepyiOHHX 

BnjiHBiB:

C(Vi) - HyjibOBHH 36htox;

C(V2) - cepe/jHi 36htxh;

C(V3) - MaxcHMajibHi 36htxh.

JIkiijo CHCTeMa peajii3ye peaxuiio (bhjihb) Ult to 3 HMOBipHicTio 36niy Pa 

hixo/jh CHCTeMi He Gyije (xaHaji noBHicTio nepexpHTKH i /jii 3JiOBMHCHHxa 

npHnHHeHo). HMOBipHicTb Pa, b jjaHOMy BHna/jxy, /jopiBHioe HMOBipHicTb aTaxn. 

flxnjo 3a peajii3auiio aTaxn Gyjin homhjikobo p03ni3Ham CHraajiH ceHCOpiB aGo 

Bi/jSyjiaca noMHJixa b /jinx xopncTyBana, to nixo/ja npH BnGopi ynpaBHTejia BnjiHBy 

L/jl Gyjjc MaKCHMajibHOio (SjiOKyBaHHB tohxh /jocTyny Bi/jGyjioca Sesni^CTaBHO, 

CTaBca 36m y HopMajibHin poGori chctcmh). HMOBipHicTb (1 — Pa,) Taxoro 

pe3yjibTaTy Bi/jnoBi/jae HMOBipHOCTi noMHJixoBoi’ iHTepnpeTaijn CHraajiiB chctcmoio 

aGo noMHJixH xopHCTyBana.

Hxmo oGpaHO BapiaHT pearyBanim U3, to y pa3i peajii3auii aTaxn MaxcHMajibHi 

36htxh Gyuyrb OTpHMaHi 3 HMOBipHicTio Pa, (HMOBipHicTb aTaxn) - aTaxa 

3JiOBMHCHHxa He BUjCTejxeHa chctcmoio. Hxmo /jaHHH BapiaHT pearyBaHHA oGpaHHH 

b CHTyaun noMHJixoBoro pO3ni3HaBaHHB cnrHajiiB ceHCOpiB ax aTaxn, to nixo/ja Gy/je 

HyjibOBOio - CHCTeMa 3axncTy HeBTpynaeTbca b poGoTy i npo/jOBJxyeTbcs poGoTa b 

HiTaraoMy peacHMi (HMOBipHicTb cxjia/je (1 — Pa ) jjjih ijboro pe3yjibTaTy).



59

JIkiijo CKCTeMOio oSpaHHK BapiaHT pearyBaHHa U2 (3/jiKCHeHHfl y Bi/jnoBUjb 

/XJS-araKn), to MOMCJiHBi Tpn BapiaHTH pe3yjibTaTy (HyjibOBHH - 3ano6irjiH mi 

3JiOBMKCHHKa, cepe/miH - 3a6jiOKOBaHO KOpHCiyBan 3a noMHJiKOBi aii, a6o 

MaKCHMajibHHK - nopymeHO npanesziaTnicTb Mepe>xi, 36htkh), HMOBipHOCTi bkhx 

piBHi 1/3.

niCJIS BKKOHaHHfl HHCeJIbHHX pO3paxyHKiB SaHHMO, HJO MiHiMaJIbHe 3HaHeHHfl 

uijibOBoi (JjyHKiiii* /jocaraeTbca hijdixom Bn6opy HaciynHHx ajibTepHaTHB:

- npH Pa = 0,3 MiHiMajibHe 3HaHeHim uijibOBoi <j>yHKiiii aocaraeTbca npH 

BnOopi ajibTepHaTHBH U3: J(U1,z) = 0,699, J(U2>z} = 0,36;/([/3, z) = 0,3;

- npH Pa = 0,4 MiHiMajibHe 3HaneHHa uijibOBoi (JjyHKnii /jocaraeTbca npH 

BHSopi ajibTepHaTHBH U1 : J(Ulf z) = 0,6, J(U2,z') = 0,3663; J(U3,z) = 0,399;

- npH Pa = 0,678 MiHiMajibHe 3HaHeHHfl uijibOBoi (|)yHKHii zjocaracTbCH npn 

BHSopi ajibTepHaTHBH U1:J(U1,z') = 0,322,/(l/2,z) = 0,366;/(l/3,z) = 0,6774.

PO3paxyHKH npOBO/JHJIHCS JIJM hhcjiobhx 3HaneHb C(Vi) = 0, C(V2) = 0,1, 

C(V3) = 0,5, C(K4) = 1.

IIpHHHflTTfl pirneHb mojjo pearyBaHHa y pa3i noTeHHiimo mojkjihboto 

3OBHiniHboro BToprueHiia nepe3 nepHMeTp no Jiimax 3B'a3Ky.

/(jib Hboro BapiaHTy 3arpo3 Mojjejib npoTHjjii npoijnocTpoBaHa Ha pnc.3.4 

4>yHKiiii peajii3aHH, mo BmnoBmaiOTb mil MO/jejii, HaBe/jeHi b jjojjaTKy A.

PncyHOK 3.4 - Fpaij) nujKJHOHeHmi BapiaHTiB Bi/jnoBim i pe3yjibTaTiB

H,fl onijia aTaKH reHepye HaciynHi BapiaHTH BmnoBim(KepiBHHKH mi):
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U1 - SjiOKyBaHHfl flOCTyny xopncTyBaniB /jo Bi/jnoBUjHOi nocjiyra b Mepeaci;

U2 - pexoH<j)irypaijia cayacG 6e3nexn ziJia GaoxyBaHHa BsacMO/jii' 3 xoHxpeTHOio 

/P-a/jpecoio;

U3 - Bi/jnpaBKa onoBinjeHHa (nonepe/pxeHHa) BijjnoBijjHOMy KOpHCiyBaneBi no 

iioro IP-a/jpecy, Bi/jnpaBxa iH(j)opMaiiii a/jMimcTpaTopy npo 36ijibineHHi axTHBHOCTi 

Uboro KOpncTyBana.

Hx i b nonepe/jHix BapiaHTax, pan>xyeMO HMOBipHi pe3yjibTaTK njo/jo moxcjihboi 

ihxo/jh:

C(Vi) - HyjibOBi 36htkm;

C(V2) - He3HanHa nixo/ja (inxo/ja, 3aB^ana Tijibxn Bi/majieHOMy xopncTyBany); 

C(V3) - cepe/jHB nixojja (nomxo/jaceHHa chctcmh);

C (V4) - MaKCKMajibHa nixo/ja (aTaxa peajii3OBaHa i cncTeMy nomxo/jaceHo).

Jlxnjo cncTeMa BnSnpae BapiaHT pearyBaHHa mo 3 HMOBipHicTio Pa , axa 

/jopiBHioe HMOBipHOCTi peajii3ani'i aTaxn, 36htxh iH^opManinmn cncTeMi 

flOpiBHioiOTb Hyjno (toGto, BUjcynii), ocxijibxn cncTeMa 3axncTy npnnnHHJia aTaxy.

flxnio ac 3/jincHeHO xepyionHH BnjiHB (l/i), ane Bi/jGyjioca xhGhc cnpaijiOBaHHa 

ceHCOpiB aGo Gyua 3po6jieHO noMKJixa xopncTyBaneM, to 36htxh Gyuyrb cepe^HiMH 

(6e3ni^CTaBHO 3a6jioxoBaHi ckctcmoio 6e3nexH naxera, iipnxoxiaTb no aanoMy 

npOTOxojiy). JlMOBipHicTb zianoro pe3yjibTaiy cxjia/je (1 — Pa~).

Peajii3ania pimeHHa U2 Moace npn3BecTH aGo /jo nixo/jn /jjia Bi/majieHoro 

xopncTyBana (axnjo aHOMajibHi no/ji’i He Gyjin BnxjinxaHi peajii3aijieio aTaxn) 3 

HMOBipHicTio (1 — Pa), aGo (axino Gyjia peajii3OBaHa aTaxa) MoacjinBi ^sa 

piBHOKMOBipHHX (Pa/2) 3a npHHnnnoM BepHyjuii pe3yjibTaTK.

Kojih xompojibHa /jia l/3Ta aTaxa 3/jincHeHi, pe3yjibTaTOM Gy/je MaxcnMajibHa 

nixo/ja (peajii3OBaHa aTaxa He 6yae 3HnnjeHa cncTeMOio 3axHCTy 3 HMOBipHicTio Pa, 

piBHOio HMOBipHOCTi aTaxH. y Bnnajjxy xhGhoto cnpaniOBaHHa /jaTnnxiB aGo 

noMHJixn xopHCTyBana, 3 piBHOio HMOBipHicTio (1 — Pa)/2 xiHneBOMy xopncTyBaneBi 

Gy/je 3aB^aHO He3HaHHoi luxo/jh, iHaxnie He Gyije Hiaxoi luxo/jh ax cncTeMi, Tax i 

xopncTyBaneBi.

3a pe3yjibTaTaMH HHcejibHHx p03paxyHxiB, MoacHa cxa3aTH, njo MiHiMajibHe 
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3HaHeHHfl uijibOBHK <|)yHKixii jjocaracTbca npH BnSopi:

- npH Pa = 0,05 MiHiMajibHe 3HaHeHHa uijibOBoi (JjyHKiin jjocaracTbca npH 

Bn6opi ajibTepHaTKBH U3 :J(Ultz) = 0,4948, J(U2,z') = 0,107;/(l/3,z) = 0,05948;

- npn Pa = 0,238 MiHiMajibHe 3HaHeHHa uijibOBoi (|)yHKHii jjocaraerbca npn 

BHSopi ajibTepHaraBH U2 ■ J(UAlz) = 0,380, J(U2,z) = 0,195;/(l/3,z) = 0,276;

- npH Pa = 0,742 MiHiMajibHe 3HaHeHHa uijibOBoi (|)yHKHii jjocaraeTbca npn 

BHSopi ajibTepHaTHBH U1 : J(Ulf z) = 0,129, J(U2,z') = 0,3968;J(U3,z') = 0,7549.

Po3paxyHKH npOBO/jHJiHca ziJia hhcjiobhx 3HaneHb C(Vi) = 0, C(V2) = 0,1, 

C(V3) = 0,5, C(P4) = 1.

Po3po6Ka CTpyxiypH chctcmh iHTejieKTyajibHoi nijjTpHMKH npHHHaTTa pinieHb 

no onepaTHBHOMy ynpaBJiiHHio 3axHCTOM iH^opMauii.

ynpaBJiiHHa nojiarae y nepeTBOpeHHi iH^opMaijn npo ctbh 06'eKTa ynpaBJiiHHa 

b KOMaHjjHy iHijiopMaiiiio [19]. IIpoHec ynpaBJiiHHa BRjuonae Bejinxy KijibKicTb pi3HHx 

(jjyHKHiii nepeTBOpemia iHcJiopMaijii'. U,i (jjyHKHii nepeTBOpeHHa B3aeMonoB'a3aHi, 

peajii3aijia Ozjniei 3 (|)yHKHiH 3a3BHHaH BRjuonae b ce6e peajii3auiio iHiunx (JjyHKuiH.

OneparaBHe ynpaBJiiHHa e Ozjniei 3 kjiiohobhx (JjyHKHiii b paMKax 3a6e3neHeHHa 

3axHCTy iH^opMauii, peajii3auia axoi Moace 3a6e3nenHTH e<])eKTHBHe (JjyHKijioHyBaHHa 

C3I.

OneparaBHe ynpaBJiiHHa 3a6e3nenye CTaSijibHe (^yHKnioHyBaHHa chctcmh 3a 

paxyHOK mynKoro pearyBamia Ha 3m1hh cepe/jOBHiua (^ymoiioHyBaima 

iH^opMauinHoi chctcmh (BnjiHB 3OBHiniHix Ta BHyrpiniHix 3arpO3).

Chhtc3 CTpyKTypH C3I i napaMeTpiB chctcmh ynpaBJiiHHa /jjia 3a6e3neHeHHa 

3axncTy neBHHx MacHBiB iH^opMaun e o/jHieio 3 kjhohobhx 3aB/jaHb Teopii 

ynpaBJiiHHa. B 3ajie>KHOCTi Bi/j HaaBHoi b po3iiopajja<cnHi iH^opMauii npo oS'ckth 

ynpaBJiiHHa, ziaiiHx npo cepe/jOBHiije, b axoMy (JjyHxijioHye chctcmb, a Taxoac npo 

CTyniHb HeBH3HaHeHOCTi zianoi iiKjiopManii, CTpyxTypHa cxeMa chctcmh 

onepaTHBHoro ynpaBJiiHHa Moace Bi/ipi3HaTHca. IcHyiona b cncTeMi HeBH3HaHeHicTb 

noB'a3aHa 3 hcbviomhmh jjiaMH noTeHuiHHHX 3jiobmhchhx1b.

OnepaTHBHe ynpaBJiiHHa b yMOBax iH^opMauiKHOi HeBH3HaHeHOCTi 

(He/jocTaTHicTb /jaHHx npo ctbh 06'exTa a6o MoaoiHBi 3arp03H, Tame 3a coGoio
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BHCOKy HeBH3HaHeHicTb npn npKHHBTTi xepyionHx pinieHb) motkc 6yra eijjexraBHO 

0praHi30BaH0 npn peajii3aijii iepapxinHoro npHHHHny b cipyicrypi xepyiOHoi 

CHCTCMH.

BaaoiHBy 3HaHHMicTb b CHCTeMax ynpaBJiiHHB 3axHCT0M iH(j)opMaijii' 

HaSyBaiOTb nponecn Kompojiio i aHajii3y, Tax ax Taxa CHCTeMa He oSMOxycTbca 

peryjiiOBajibHOK) 4>yHxnieio. Po3no/jiji 4)yHKIli0HajIbH0r0 HaBaHTaaceHHa 

Bi/jSyBaeTbcs HaciynHHM hhhom: npouec perymoBaHHa noxjianaeTbca Ha xepyioni 

MO/jyjii, a CHCTeMa nijjipHMXH npHHHaTTa pinieHb peajii3ye Taxi 4>yHXijii ax aHajii3, 

xoHTpojib, riJianyBamia i npHHHaTTa pinieHb (to6to yci ri (JjyHKixii, axi He ByjHOcaTbca 

6e3nocepe/jHbo ho npoijecy perymoBaHHa ynpaBJiiHHa 31).

HeoGxi/jHicTb iepapxinnoi cipyxTypn noSyuoBH xepyionoi oneparaBHoi 

CHCTeMH oSyMOBJieHa tbxhmh (|)axTOpaMH:

napaMeTpH, mo xoHTpojiioiOTbca xepynmoio chctcmoio MoacyTb Mara ax 

xijibxicHHH, Tax i axicHHH xapaxTep;

3B'a3ox Miac napaMeTpaMH iiKjjopManiHnoi chctcmh, xoHTpojibOBaHHMH 

XepyiOHOK) CHCTeMOK) i BHpoSjIIOBaHHMH XepyiOHHMH BnJIHBaMH CJiaGo 

<^opMajii3OBaHa;

HaaBHa iH^opMauia (mo Ha/jxo/jHTb Bi/j ceHCOpiB a6o iHmnxcHCTeM) npo 

ctbh xoHTpojibOBaHoro 06'exTa b 3B'a3xy 3i 3MmaMH cepe/jOBHiija b peajibHOMy naci 

Moace He noBHOio Mipoio BiaoSpaacara ctbh 06'exTa ynpaBJiiHHa.

Bee He 3yMOBjnoe HeoGximiicTb CTBOpeHHa SaraTopiBHeBoi chctcmh 

ynpaBJiiHHa HJia 3MeHmeHHa CTyneHa HeBH3HaHeHOCTi npn npHHHarri pinieHb Ta 

niHBHmeHHa HamimocTi chctcmh.

IIJo6 iioSynyBaTH iepapxinny CTpyxTypy, ucoGximio oGpara HacTynHi 

eneMeHTH ynpaBJiiHHa:

- 3aco6n ynpaBJiiHHa;

- 3aci6 i 3axo/jH 6e3nexn;

- MO/iyni ynpaBJiiHHa (po3yM), axi BSyuoBam b 3axHCHe oSna/jHaHHa a6o 

MepeaceBe oSjiajmaHHa;

- CHCTeMa ni/jTpHMXH npHHHaTTa pinieHb no oneparaBHOMy ynpaBJiiHHio 
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31.

y pa3i HasBHOCTi 3aB/jaHHa, ne (|)0pMajii3aijia 3aB/jaHb Ta BHpoSaeHHa pimeHHa 

Ha ocHOBi HaSopy /jbhhx 3 HaSopy HaaBHHx peaxuiii HeMOJXJiHBa, noipiSHe 

BHKOpHCTaHHfl iHTCJieXTy JHOJJHHH. ABT0MaTH30BaHi CHCTCMH (Ha Bi/JMiHy Bifl 

aBTOMaTHHHHx) po3paxoBaHi Ha nacTKOBe BHxoHaHHa 3aB^anb Taxoro xuacy 

jho/jhhok) (npHKJia/jOM Taxoro 3aB/jaHHB MO>xe 6yTH excnepma oijiHxa).

KpiM 6e3nocepe/jHboro ynpaBJiiHHB, b CY3I 3a6e3neHyeTbca HaxonHHeHHa i 

aHajii3 iH^opMauii npo npoijecH ynpaBJiiHHa i pesyjibTara peajiisaun pi3HHx pimeHb. 

TaxHM hhhom, 3HH>xycTbca HeBH3HaneHicTb npH npHHHaTTi pimeHb, ni/jBHiiiyeTbca 

ix e(|)eKTHBHicTb,TaK ax Kepyiona CHCTeMa HaxonHnye /jam, njo ^03B0Jiai0Tb TOHHinie 

nepe/jSaHHTH pe3yjibTaT 3acTOcyBaHHa toto a6o iHinoro ynpaBHTejia /jii.

Po3po6xa apxiTexTypHoro pimeHHa CnilP bvhiobviho 3 BHinecxa3aHHM, 

npHnycxae BHxopHCTaHHa iHTejiexTyajibHHx mijjopMaiiiHHHx TexHOJioriH, a caMe:

- peajii3aijia HHcejibHoi ohIhxh HMOBipHOCTi toto, njo aHOMajibHa no/jia e 

aTaxoio, BHxoHyeTbca 3 BHxopHCTaHHaM MexaHi3My HeniTxoro BHCHOBxy;

- iH^opMauis i /jam npo chctcmh, a Taxoac /jam npo nojjii 6e3nexH, mo 

HaxonHHyiOTbCfl chctcmoio b npoijeci poSoTH, ynopa/jxoByiOTbca b 6a3i 3HaHb 

xepyiOHoi chctcmh;

- CHCTeMa peajii3ye iHTejiexTyajibHi ajiropHTMH BnSopy pimeHb npo 

peajii3OBaHHH xepyiOHHH bhjihb npn BHHHXHeHHi aHOMajibHHX no/jin b cncTeMi.

Ha pnc. 3.4 npe/jcraBJieHO 3anponoHOBaHy apxkexTypHy no6y,uoBy CnnP.

3aB/jaHHBM CnnP e BHpoSjieHHa onTHMajibHoro xepyiOHoro pimeHHa axe Mae 

3axncTHTH iH^opMauiHHy CHCTeMy Bia BnjiHBy 30BHiniHix aTax Ha 06'exT 3axncTy Ta, 

npn ijbOMy, MimMi3yBaTH Hacjii/jxn BnjiHBy Taxoro pimeHHa Ha HOpMajibHy poSoTy 

iH^opMauinHoi chctcmh.

CnnP npaijioe b /jHHaMinHOMy pe>KHMi, Bi/jCTeacyiOHH i aHajii3yio /jam npo 

06'exT 3axncTy, mo Ha/jxo/jaTb i3 jjaTHHxiB, y peacHMi peajibHoro nacy. Be3nepepBHe 

cnocTepeaceHHa i aHaai3 cepe/jOBHiija (^yHxnioHyBaHHa BnaBJieHHa noTemjiHHO 

He6e3neHHHX no/jin peajii3ye cucmeMa Koumpojiio iutyopMaiiiuHOi 6e3nenu.
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PucyHOK 3.4 - CipyKTypa chctcmh iHTejiexiyajibHOi nmTpHMXH npHHHBTTB pimeHb

b KOHTypi onepaTHBHoro ynpaBJiiHHB 31

HeoGxi/jHicTb BH3HaHeHHH MaxcHMajibHO mo?xjihboi KijibKOCTi aTax BHMarae 

BKKOpKCTaHHfl niflCKCTCM BHflBJieHHfl aHOMaJliH, »xi npamOIOTb Ha pi3HHX piBHBX KIC 

b CHCTeMi ynpaBJiiHHB. Ili/iMHoacHHa xoHTpojibOBaHnx napaMeipiB motkc BxmoHaTH b 

ce6e napaMeTpn, axi onncyiOTb piBeHb Mepe^ci, npoijecH Ta CTaHH 

xopHCTyBajibHHHbXHx pecypciB, ctbh chctcmhhx pecypciB OTpHMaHi /jam, mo 

3apeecipoBaHi b Bi/jnoBmHux >xypnajiax, i sxi ni/vjaiOTbcs onepaTHBHOMy aHajii3y.

JJjIS OTpHMaHHfl /JBHHX 3aCTOCOByiOTbCS /jaTHHXH, pO3TaniOBaHi B pi3HHX 

cerMeHTax Mepoxi (tohxh BHxo/jy b rjioSajibHy Mepoxa, oxpeMi cerMeHTH jioxajibHoi
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Mepeaci iH(|)opMaijiKHOi chctcmh, xoMyTaTopn, MapmpyTH3aTOpH Ta iH). KoaceH 

/jaTHHK 36npae iH^opMaijiio npo Ti noaii 6e3nexH, axi BiaSyBaiOTbca b Bi/jnoBUjHOMy 

By3Jii, i nepe/jae ix aaa npOTOxomoBaHHa b BianoBiaHHX acypHaaax. Taxoac 

iH^opMauia Bi/j /jaTHKKiB Moace nepeaaBaTHca He 6e3nocepeaHbo, a nepe3 aoaaTxoBi 

nporpaMHi komhohchth.

AHajii3yiOHH Bxi/jHi BiaoMOCTi Bia /jaTHHKiB, Mexaui3M sunejieHHa anoMajiiu i 

onepamueHozo aHajii3y aaHHX BH3HaHae, hh e noaii, mo BiaSyBaiOTbca HOpMOio a6o 

ix MOTKHa KJiacH(|)iKyBaTH ax aHOMajibHi, bhabjmiohh b nocnmoBHOCTi noam 

BmXHJieHHfl Bia CTaH/japTHHX HaSopiB aiK-

3aB/jBKH HbOMy CHCTeMa 3axncTy iH^opMaijii Moace bhabjiath He tIjibkh BiaoMi, 

pamnie 3apeecipoBaHi aTaxH, ajie Ti, axi CHCTeMi He BiaoMi, ax 30BHiniHi, Tax i 

BHyTpinmi (HanpHXJiaa, nopymeHHa xopHCTyBanaMH aonycxiB Ha aocTyn ao 

iH^opMauii).

OaHax, onia; Bia3HaHHTH, mo He xoaceH BHnaaox aHOMajibHHx noam noB'a3aHHH 

i3 cnpoGoio peajii3am‘i aTaxH. Taxi noaii MoacyTb 6yTH noB'a3aHi, HanpHXJiaa, 3 

noMHJixaMH xopHCTyBaniB, xhGhhmh cnpaubOByBaHHa aaTHHxiB i T.a. Y pe3yjibTaTi 

(jjopMyBaHHa ynpaBHTejia BnjiHBy, bxhh BianoBiaae aTani, Moace bhbccth CHCTeMy 3 

mraTHoro peaoiMy poSoTH npn BiacyTHOCTi 3arpo3H 6e3nexH (noMHJixoBa TpHBora).

JJjia BHpimeHHa ijiei npoSaeMH y 3anponoHOBaHiH CnilP xepyiOHi pimeHHa 

npHHMaiOTbca Ha niacTaBi po3paxyHxy HMOBipHOCTi toto, mo po3r;ianyTa noaia e 

aTaxoio. ,3,jia npOBeaemia p03paxyHxy Hboro «xoe(|)imeHTa BneBHeHOCTi» 

3acToeoByeTbca Mexam3M HeniTxoro jioriHHoro BHCHOBxy, mo noB'a3aHO 3 

HeMO>xjiHBicTio oaHO3HaHHoro Ta noBHoro onHcy napaMeTpiB, mo ao3BOJiaiOTb 

oaHO3HaHHO BiaHecTH aHOMajibHi noaii ao xjiacy aTax, a Taxoac 3 thm, mo He Bci 

noxa3HHXH MaiOTb xijibxicHe BHpaacemia.

Peajii3auiio ijboro Mexam3My y 3anponoHOBaHiH apxrrexTypi CnilP 3aiHCHioe 

MoayJib «MexaHi3M HemTxoro BHCHOBxy HMOBipHOCTi aTaxn». Peajii3OBaHHH 3 

aonoMoroio Taxoro niaxoay Mexam3M npHHHaira pimeHb ao3BOJiae MaxcHMajibHO 

eijjexTHBHO BHxopHCTOByBaTH aocBia i HanpaijiOBaHHa excnepranx 3HaHb Ta 

noaojiaTH BJiacTHBi iH^opManiiiHOMy cepeaoBHimo npoSaeMH HenoBHora Ta 
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cynepenjiHBOCTi iH^opMauii npo iioro cthh, thm cbmhm ckopothbiuh HeBH3HaneHicTb 

npH npKKHarri pimeHb.

B CHCTeMi Moxe 6yrn BHxopHCTaHa pi3Ha KijibKicTb /jaTmixiB, ceHCOpiB, 

ni/jCKCTeM BHABJieHHa i jjjise BH3HaHeHHa HKcejibHoro 3HaHeHHa «xoe(|)mieHTa 

BneBHeHOCTi» HeoGxi/jHO y3arajibHK)BaTK /jam, OTpHMaHi Bi/j hhx. .ZJjia 

y3arajibHeHHfl aannx 3pyinio BHxopHCTOByBaTH CTaH/japTH3OBaHnii (])opMaT jjaHHx. 

AHajii3aTop noBHHeH nepe/jaBani MO/jyjib BexTopa, mo Mae bhtjuia:

S=I0,Ip,T, (3.1)

jje Io — CHCTeMHKH meHTHi^iKaTOp BHABHHKa, Ip - i/jeHTH^ixaTOp IHJiaxy aTaXM, 

T - CKCTeMHHK nac.

E(|)exTHBHicTb 3acTOCOByBaHoro ajiropHTMy npH Bn6opi ynpaBHTCJia pimeHHa 

Mae xpHTHHHe 3HaneHHa /jaa e^exTHBHOCTi po6oth Bciei chctcmh 3axnciy 

iH^opMauii. y 3anponoHOBaHOMy BapiaHTi CIHIP BapiaHTpearyBaHHa (jjopMyeTbca b 

onepamueuoMy eupiiuyeam Ha nmcTaBi po3paxoBaHoro «xoe(|)iiiieHTa BneBHeHOCTi», 

b axoMy 3HaHeHHfl HMOBipHOCTi pe3yjibTaTiB pO3paxoByK)Tbca ax (Jjynxnia uboro 

xoe(|)iiiieHTa. E(|)exTHBHHM 3aco6oM opramsaijn TeMaumHoi’ iH^opMaui’i e ii 

MO/jejibHe yaBJieHHfl. Ea3a aannx MoaejiCH 3axnciy Bia 3arp03 b TaGjiHHHiH (|)opMi 

36epirae (JjyHxijii peajii3aijn ana xoacHoro Tuny nuiaxy nouinpeHHa aTaxH, 

3a3HaHeHoro excnepTOM.

Po3rjismeMO npouecu HaxonimeHHa 3HaHb aBTOMaTH3OBaHOio chctcmoio 

CnnP. y aanoMy npoijeci Moaciia bh/ujiuth xijibxa xjik)hobhx eTaniB.

Ha eTani xoHiienTyajii3auii peajiisyiOTbca HaciynHi npoijecH:

- Bn6ip i <^opMajii3aijia HaSopiB 3m1hhhx, axi onHcyiOTb(xapaxTepH3yiOTb) 

noflii* 6e3nexn, mo BmSyBaiOTbca b chctcmI;

- excnepTHe 3aB/jaHHa (JjyHxmH npHHajieacHOCTi, BH3HaHeHHa 

xapaxTepHcrax no/jin 6e3nexH, axi MoacyTb 6yni Bi/mecem /jo xnacy aTax;
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- (jjopMyBaHHfl excnepTOM npaBHJi, axi 3a/jaiOTb peaxuiio chctcmh y 

Bi^noBiflb Ha BHaBaeHHa noTeHuiHHO He6e3neHHnx nofliii;

- (jjopMyBaHHs 6a3H /jbhhx npo MoaoiHBi /jacepeaa i iwiaxH noninpeHHa 

aTax;

- (jjopMyBaHHs cipyKTypH iH^opMauiHHHx jpxepeji npo MoacjiHBi 3arp03n i 

aTaxn;

- aHajii3 BapiaHTiB pearyBaHHa, anbTepHaTHB /jin chctcmh (U[) i 

3iCTaBJieHH» HHX BapiaHTiB 3 HMOBipHHMH HaCJliflKaMH (Vj) i nOTeHHiHHOK) HIKOJJOK) 

Bi/j jjaHHx pe3yjibTaTiB (Q) .

Bci 3HaHH3 aa^aiOTbca b 6a3i 3HaHb y ejjHHiii (jiopMajiisoBaniH (jjopMi 

yaBJieHHa.

Xlna peajii3aHH onncaHoro BHme MCTO/jy yxBajieHHa pinieHHa MO/jejib npOTH/jn 

3arp03aM xoacHoi cmyaixii b ocHOBi 3HaHb MO/jeneK Moace 6yTH aa^ana b TaSjiKHHm 

(jjopMi (Jjymaxieio peajii3aHii, npHHOMy xoaceH BapiaHT Bi/jnoBi/ji Bi/jnoBi/jae 

pe3yjibTaTy, a hoto oijiHxa 3ajiea<HTb Bia CTaHy cepe/jOBHiija Zj .

lHaceHep no 3HamiaM reHepye onnc pinieHHa npoSueMH Ha (JjopMajibHin MOBi 

UJia onepanjnHoro BHpimyBaHa. Y poSonoMy pimeHHi HMOBipHOCTi p(Zj), i (jiynxnia 

J(U,z) po3paxoByiOTbca ziJia xoaoioi ajibTepHaTHBH Ha ocHOBi (JjyHxijii peajii3aijn, 

BK3HaHeHo‘i ana CHTyauii 3 6a3H MO/jeni. ^ajii BHSnpaeTbca HaKxpanjHH BapiaHT 

BmnoBmi U*, njo6 3a6e3neHKTH MimMajibHe noinxo/jaceHHa chctcmh.

iHijiopMaijia b 6a3i 3HaHb noBHHHa jjonoBHiOBaTKCb Ta axTyajii3yBaTHca no 

Mipi OHOBJieHHa i /jonoBHeHHa ziaiinx npo noTOHHHH ctbh iH^opMauinHoi ckctcmh 

Ta cepe/jOBHina i'i poSoTH.

Y MO/jyjii «Bu3HaueHHH uadopie anoMajibHux nodiu djin lujinxy noiuupeHHH 

amaKU» reHepyiOTbca Gjioxh 3HaHb, y3arajibHioeTbca iH^JOpMauia, ino nocTanaeTbca 

/jaTHHKaMH i CHraajibHHMH chctcmbmh npo peajii3OBaHi aTaKH i aajii ija iH^opMaitia 

BHKopncTOBycTbca flJia axTyajii3aijn 6a3H 3HaHb i no/jajibinoro 3acTOcyBaHHa npn 

oSHHCJieHHi «Koe4)iiiieHTa BneBHeHOCTi» Ta BnSopy (JiyHKijii peajii3am‘i peaxijii 

chctcmh 3 HaaBHoi b HaaBHOCTi 6a3H 3HaHb MO/jenen npoTHflii* 3arpo3. Y xo/ji Taxo’i 

aKTyajii3am‘i Bci cnrHajin, axi nocTynaiOTb Bi/j aHajii3aTopiB npHB'a3yiOTbca /jo 
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e/jHHoi' THMHacoBoi oci i (|)0pMyeTbca nuiax noninpeHHa aTaxn.

TaxHM hhhom, KO>Kua nocjiiflOBHicTb no/jin 6e3nexH, axi MOTxyrb 6yra 

xBajii(|)ixoBaHi ax aTaxa, Mae nocjii/jOBHicTb noBi/jOMJieHb Bi/j CHTHajii3aTOpiB, 

Bnopa/jxoBaHKX 3a nacoM. Bujiiobuiho, xotkch niJiax noninpeHHa aTax o6po6jiaeTbca 

iH,unBi,uyajibHO i BHpoSueHHa ynpaBKTena BiuiHBy Bi/jSyBaeTbca b 3ajiea<HOCTi Bia 

Uboro niJiaxy.

ToHHe i jjeTajibHe HajianrryBaHHa Mexam3My Henman Jiorixn i (jiopMyBaHHa 

a/jexBaTHoi 6a3K 3HaHb e xpkthhho BaaoiHBHM, ocxiubxn i3 3pocTaHHaM KMOBipHOCTi 

BnaBJieHHa noTeHijiKHoi aTaxn, 3pocTae i HMOBipHicTb BHHnxHeHHa noMHJixoBoi 

TpHBora, axnjo Mexam3M npnnHaTTa pimeHb npn Bncoxin nyTJiHBOCTi aHani3aTOpiB 

He ajjexBaTHO oijiHioe 3HannMicTb no/jin 6e3nexn.

Cepe/j mojkjihbhx BapiaHTiB pearyBaHHa (xepiBHHxiB BnnnBiB) chctcmh 

6e3nexH MOTxyrb 6yra 3anporpaMOBaHi ax HexpnTHHHi /jii (Taxi ax THMnacoBe 

SjioxyBaHHa xopncTyBana a6o npoijecy, 3HM>xenHa noro npiopHTeiy i m), Tax i 

Gijibnie cepHO3Hi bhjihbh (noBHe SaoxyBaHHa noTeHuinHO He6e3neHHHx npoijeciB, 

nopTiB, nepepHBaHHa npoueciB, 3HnmeHHa nporpaMHo’i chctcmh).

BnxopHCTaHHa ijiei MO/jeni ynpaBJiiHHa iHcjjopMaijiHHOio 6e3nexoio flO3BOJiae 

xoHTpojnoBaTH Tpaijiix i HeoSxi/iHi By3JiH, a Taxoac CBoenacHO pearyBara Ha 3m1hh b 

onepanjHHOMy cepe/jOBnini HanSijibin c^cxthbhhm hhhom.
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BHCHOBOK

y MaricTepCbKo’i poSoii pO3rjiaHyri MeTO/jojioriHHi ochobh ynpaBJiiHHB 

imjjopMaijiHHOK) 6e3nexoio b cerMeHTi KIC 3 BHxopHCTaHHBM npumjuiiiB 

CKCTeMHoro aHajii3y Ta 3arajibHHx npaB CTBOpeHHfl chctcm ynpaBJiiHHa, mo e hobhm 

y noSyuoBi apxiTexTypn chctcmh ynpaBJiiHHa iH^opMauiHHOio 6e3nexoio 3 

BHKOpHCTaHHBM iHTeJICKTyaJIbUHX TeXHOJIOriil.

Mo/jeJib npoTHfli’i 3arpo3aM, mo npejjCTaBJieiia b poSoTi, 6a3yeTbca Ha oiiimii 

HMOBipHOCTi aTaKH, peajii3OBaHo‘i 3 BHxopHCTaHHBM MexaHi3My HemTKo’i jioriKH, 

sexhh oGnpae pauioHajibHe pimeHHa Ha ochobI onepaTHBHHx ziaiiHx npo no/jii 

6e3neKH 3 pi3HHx mxepeJi iH^opMaijii. Ua mozicjib ao3BOJiae MmiMi3yBaTH 36htxh bu 

motxjihboto 3/jiHCHeHHB aTax Ha iH^opMauiHHy CHCTeMy i pearyBaHHa caMoi 

chctcmh 3axHCTy in(])opMaHii.

Ha ocHOBi TpHKopjjOHHoi" MO/jeJii 3axHCTy iH^opMapii npoBe/jeHO po3paxyHKH, 

mo JJO3BOJISIOTb OTpHMaTH y xijIbxiCHOMy BHpa^eHHi OHiHKy HHCJia HUiaxiB 

nomHpeHHB aTax jjo By3JiiB b cerMeHTax. Bbc/jcho noxa3HHx «xoe(j)iixi€HT 

BneBHeHOCTi», mo ^03B0Jiae Bi/mecTH cyxynmcTb aHOMajibHHx no/jin 

iHijjopMaiiiHHoi chctcmh /jo aTaxn 3 BHXopHCTaHHSM MexaHi3My HemTxoro jioriHHoro 

BHBe/jeHHfl.

Po3po6jieHa iepapxinHa CTpyxTypa chctcmh iHTejiexTyajibHoi ni/jTpHMXH 

npHHHBTTfl pimeHb /jjib onepaTHBHoro ynpaBJiiHHB iHcjjopMaijiHHOK) 6e3nexoio, a 

Taxo>K CTpyxTypa chctcmh iHTejiexTyajibHo’i nmTpHMXH npHHmnrs pimeHb b 

onepaTHBHOMy ynpaBJiiHHi 3axncT0M iHcjjopMaijii. 3anponoHOBaHa CTpyxTypa 

pimeHb, npHHHBTHX chctcmoio, npo Bn6ip panioHajibHoro Bapiamy pearyBamm Ha 

no/ji'i 6e3nexH 3a paxyHOx 3acTOcyBaHHa iHTejiexTyajibHHX TexHOJioriH /jjib pimeHHa 

cjiaGo <j)opMajii3OBaHHx 3aB^aHb xjiacmjHxanii no/jin 6e3nexH b CHCTeMi i BnSopy 

HiJiaxiB pearyBaHHB Ha hhx.

TaxHM hhhom, nocTaBJieHi nepe/j MaricTepcbxoi poSoTOio 3aB/jaHHa 

nOBHiCTK) BHXOHaHi.
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4O4ATKH

TaGjiHua A.l - OyHKuia peajii3anii

^ojjaTOK A

u z
P(^l) pm pm pm pm pm pm pm pm pm) pm) pm) pm) pm) pm) pm) P(zn) P(Z18)

U1 C(KX) cm cm cm cm cm cm cm cm cm cm cm cm cm cm cm cm cm
U2 cm cm cm cm cm cm cm cm cm cm cm cm cm cm cm cm cm cm
U3 cm cm cm cm cm cm cm cm cm cm cm cm cm cm cm cm cm cm




