AHOTAIILA

Job6poBoabcbkuii A.O. “JlocnipKeHHsT Ta MOKpaIIeHHs aJrOPUTMIB 0JIOYHOTO
mudpyBaHHs gJaHuX’ — Pykomnwuc.

Merta nociipKeHHS TOJIsIraE Y BUBUEHHI POOOTH alrOpUTMY OJIOKOBOTO M-
pyBanHs nanux DES 3 meroro fioro moaudikarii ajist 301UIbIIEHHS KPUIITOCTIMKOCTI,
a TaKO CTBOPEHHSI 3aCTOCYHKY, IKUU JEMOHCTpY€E MHUPPYBAHHS Ta po3mnppyBaHHA
JaHUX 3a JI0MTOMOT010 MOAN(IKOBAHOTO AJITOPUTMY .

JocnimpkeHo cydacHi MiIXxoau 0 M@pyBaHHS Ta po3MH(PpPyBaHHS JaHUX.
JlocTiIKeHO OCHOBHI CUMETPUYHI alropuT™MH OjouHOoro mudpyBanns aanux. [Ipo-
aHaTI30BaHI CWJIbHI 1 CJIa0Ki CTOpOHU cuMeTpudHOoTo anroputmy DES.. Po3pobaeno
apXxiTeKTypy 3acTocyHKy. [Iporpamuo pearnizoBano anroput™m DES Tta fioro momudi-
Karii.

CtBOpeHu# mporpaMHuid 3aci0 /1a€ 3MOTY BUKOHATH MIBHUJIKE MU(PyBaHHS Be-
JIMKOI KUIBKOCT1 JIaHUX JJI HACTYIHOI mepefaydi iX Mo BIAKPUTOMY KaHAITy OTPUMY-
BaueBi 0€3 MomnepeHbOI nepeaadi Kiroya.

OTpumaHH1 pe3yJbTaTh MOXYTh OyTH BUKOPUCTAHHI Oy/b-SIKUMU KOPUCTYBa-
JaMu, K1 XOUyTh OE3MEYHO 0OMIHIOBATHCH 1H(POpMAIIIETO.

Kmouosi cioBa: IIIMOPYBAHHS, KPUIITOI' PA®IYHA CTIMKICTb,
CUMETPHUYHI KPUTITOCUCTEMU, CUCTEMU 'EHEPALIIT KJIIOUIB, AV-
TEHTU®IKAILS KPUIITOTI'PAGIYHUI KITFOY, PAHOMI3ALIL, ITUKJI
®EUCTEJIS, BJIOKOBUI IIU®P NET CORE, C#.

SUMMARY

Dobrovolsky A.O. "Research and improvement of existing block encryption
algorithms" - Manuscript.

The aim of the research is to study the operation of the algorithm of block data
encryption DES with the purpose of modifying it to increase the cryptographic
strength, and also to create an application demonstrating the encryption and decryp-
tion of data using a modified algorithm.

The modern approaches to encryption and decryption of data are explored. The
main symmetric algorithms of block data encryption are investigated. The strengths
and weaknesses of the symmetric DES algorithm are analyzed. The architecture of
the application is developed. The DES algorithm and its modifications are imple-
mented programmatically.

The created software allows to perform fast encryption of a large amount of da-
ta for subsequent transfer through the open channel to the recipient without prelimi-
nary transfer of the key.

The results obtained can be used by any users who want to exchange infor-
mation securely.
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AHHOTAIIUA

JlobpoBoabsckuit A.O. "VcciaegoBanue W yiydllleHHE aJrOPUTMOB OJIOYHOTO
mudpoBaHus JaHHBIX" - PyKomnuce.

[lenr uccinenoBaHus 3aKIOYACTCS B U3YYEHUHM pabOThI ajaropurma OJOYHOTO
mudposanus gaHHbIX DES ¢ nenbio ero Mogudukaum 1js yBeIudeHUs KpUITOCTOM-
KOCTH, a TaKXe CO3JaHue MPUIIOKEHHUS, IEMOHCTPUPYIOILIETo MHU(PpPOBAHUE U pacIId-
POBKY JIaHHBIX C MOMOIIBI0 MOAU(PHUIIMPOBAHHOTO AJITOPUTMA.

HccnenoBanbl COBpeMEHHBIE MOAXO0/IbI K MIU(POBAHUIO M pacIINPPOBKE JaHHBIX.
HccnenoBanbl OCHOBHBIE CHMMETPUYHBIEC alITOPUTMBI OJIOUHOTO MIUGPOBAHUS TaHHBIX.
[Ipoananu3upoBanbl CUIIbHBIE U cia0ble CTOPOHBI cUMMeTpu4HOro aiaroputma DES.
Pazpaborana apxutektypa npuioxenus. [Iporpammuo peanmzoBan anroput™ DES u
ero Moau(pUKaIIIH.

CoznaHHOE MPOrpaMMHOE CPECTBO MO3BOJSET BBHIMOIHUTH ObICTpOE MIU(pOBa-
HUE OOJIBIIOTO KOJIMYECTBA JAHHBIX JJIs MOCIEAYIOIIEH Mepeaadud uX Mo OTKPHITOMY
KaHaJly IoJiydartento 0e3 npeaBapuTeIbHON epeadn Kioya.

[TosryueHHble pe3yabTaThl MOTYT OBITh HCIOJIB30BAHbI JHOOBIMU IOJIB30BATENSI-
MU, KOTOpbIE XOTAT 0€30nacHO 0OMEHUBATHCS MH(OpMaLUEH.

Kmouebie cioBa: IINIOPOBAHUE, KPUTITOTPAGUYECKAS CTOH-
KOCTb, CUMMETPUYHBIE KPUIITOCUCTEMU, CUCTEMBI 'EHEPALINI
KJIIOUEN, AYTEHTU®UKALIMSA KPUIITOTPAGUYECKOT'O KJITFOYA, PAH-
JIOMU3 ALV, LIIUKJT ®EUCTEJIS, BJIOYHBIN IIUDP NET CORE, C #.



